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NMPOrPAMMA NMPAKTUKHA
B2.0.04(H) NMNpou3sBoacTBEeHHAsA NPAKTUKA, IKCNEePUMEHTaNnbHO-
ncenenoBaTtTesibCKas

Kod u HaumeHosaHue(mur) npakmuku/HUP e coomeemcmauu ¢ y4ebHbIM rniaHoOM

1. Kog u HaumeHoBaHMe HanpaBrieHUs NoAroTOBKU/cneumnanbHOCTU:

10.05.01 KomnbroTepHaga 6e30nacHOCTb

2. Mpodunb noaroroBku/cneumannsauymsa:

Be3onacHOCTb KOMMNbTEPHBLIX CUCTEM U CETEN

3. KBanudmkauusa (cteneHb) BbinyCcKkHMKa: Cneumvanuct
4. dopma oby4yeHuUA: o4Has

5. Ka(bep.pa, oTBe4YarLwlas 3a peasin3aumnio NPaKTUKn: kKnbepbesonacHocTu

MHAOOPMALMOHHbBIX CUCTEM

6. CoctaButenu nporpammbl: CadoHoB Butanum BnagummpoBumy, K.T.H., AOLUEHT Kadeapbl

KnoepbesonacHoCTU UHAOOPMaALMOHHBLIX CUCTEM

(®UNO, yyeHasi cmeneHb, y4eHoe 38aHUe)

7. PeKOMeHAOBaHa: Hay4yHo-meToamnvecknm coBeToM dakynbTeTa NPUKIagHoON MaTteMaTUKK,
MHOPMaTUKN N MexaHukun 22.03.2024 1., npoTokon Ne5
(HaumeHogaHue pekomeHOyrowel cmpykmypbi, 0ama, HOMep rPOMOKona,

ommemku 0O rpoOsieHUU 8HOCSIMCS 8PYYHYHO)

8. YueOHbIn rop:_ 2027/2028 CewmecTp(bl): 8




9.llenb npakTuku:

Llenblo npakTvkn aBnsetca passutmne npodeccnoHarnbHbIX 3HAHUM U KOMNETEHUUN CTYLEeHTOB
Ha 6ase npukNagHblX 3agad, Ana  peweHuss KOTOpbIX HeobXOAMMO UCMonb3oBaTb
COBpPEMEHHblE MH(OPMAaLMOHHbIE TexHonorum obpaboTkm U 3awuTbl  MHAOPMAaLUN.
3aKkpenneHne 3HaHWA CTYOEeHTOB O COBPEMEHHbIX WH(OPMALUMOHHBIX TEeXHONOrmsx
obpaboTkm u 3awmTbl WHGOpMaumM, a Takke crnocobax WUX wuUccnegoBaHUs B
BblYNCIIUTENBHOM 3KCNEPUMEHTE NMPUMEHUTENBHO K KOMMBIOTEPHBIM CUCTEMAM U CETAM.

3apauv NpakTUKK:

CTygoeHTbl  OOMKHbI  O3HAKOMUTBCA  C  COBPEMEHHbIMUM  MHAOPMALMOHHBIMU
TEXHOMNOrMAMU, NMPUMEHSEMbIMU B Hay4HbIX MCCReLOBaHUAX W MPOM3BOACTBEHHbIX 3ajdavax,
crneuvanbHbiM  NporpaMmHbiM  obecnevyeHnem u  obopygoBaHMeM Ans  3agady  aHanmsa
3aLUULLEHHOCTN KOMMBIOTEPHBIX CUCTEM U CETEN.

OcBoutb MeTOAMKM paboTbl CO cCpeacTBaMM KOHTPONA W U3YYEHUA OTAeNbHbIX
XapakTepucTuk  npoueccoB,  NpubopoB,  YCTPOWCTB,  MNPOrpamMMHOro  obecneyeHuns
WHPOPMALUMOHHBLIX  CUCTEM  MpU  pelleHusx 3agjady  obecnedyeHus  MHGOPMaLMOHHOM
BGesonacHoCTW.

O3HakoMUTbCA C MeTo4aMu BbIMOSTHEHMS TUMOBBLIX pPacyYeToB M MOAENMPOBAHUS
npoLeccoB C MNPUMEHEHUWEM KOMMbIOTEPHON TEXHUKW, MPOBEAEHNE 3SKCNepUMeEHTarbHbIX
nccnegoBaHMn CUCTEMBbI 3aLUTbl MHGOPMaLUmUK.

Mony4nTb ONbIT CaMOCTOATENBHOrO peLleHns NPUKNagHon nccnenoBaTenbCKoM 3agaudn,
npoBefeHns uccnefoBaHUA W SKCMEPUMEHTOB, a TaKkKe MpPakTUYeCKUM MpUMEHEHUEM
COBPEMEHHbIX NHOPMAaLMOHHBIX TEXHOMOMNN.

10. MecTo npakTukm B cTpyktype OOI: o6s53amensHas Yacmb 6roka b2.

Livkn (pasgen) OOM: B2 | kog gvcumnnudbl B YI: 52.6.04(H)

Ne | Koa | HaumeHoBaHue

[nsa ycnewHoro npoxoxaeH1s y4ebHOM NpakTukM oby4vaoLwmecs UCnomnb3yT 3HaHUs, YMEHUs!, ChOpMUPOBaHHbIE
B XO€ M3yYeHWs1 ANCLMMIINH

1 B1.0.28 MeTtoabl onTummusaumm

2 | b1.0.35 OO BEKTHO-OPNEHTMPOBAHHOE NPOrpaMMUpoBaHme

3 | b1.0.37 MeToabl nporpaMmupoBaHus

4 | B1.0.40 Mogenu 6e30MacHOCTM KOMMNBIOTEPHBIX CUCTEM

5 | Bb1.042 OcHOBbI NOCTPOEHMS 3aLUMLLEHHBIX KOMMbIOTEPHBIX CeTEN

6 | 61.0.43 OcHOBbI NOCTPOEHMS 3aLUMLLEHHbIX 6a3 AaHHbIX

7 B1.0.44 3alwmra nporpamMmm u gaHHbIX

8 | b1.0.51 3awmTa nHopmaumm OT yTEYKM N0 TEXHUYECKNM KaHanam
9 | b1.B.08 Pa3paboTtka 6e3onacHOro nporpamMmmMHoro obecneyeHus

10 | 61.0.56.03 Pa3paboTka npuknagHoro NporpaMMHoOro obecneyeHnst Anst KOMNbOTEPHBIX CUCTEM
11 | B1.0.56.06 CoBpeMeHHble Npobrembl MHopMauMoHHoN 6e30NacHOCTH
12 | ©TAO.01 AHanu3 gaHHbIX KOMMNBIOTEPHBIX CUCTEM U CETEN

OvcumnnuHel M NpakTUKK, AAS  KOTOPbIX OCBOEHME [aHHOW AUCUMMNMHBLL  (MoZyns) Heobxoaumo  Kak
npeaLwecTeyoLee

13 | b2.0.03(MNA) [MpounsBoAcTBEHHAsA NpakTuka, npegavniioMHas

14 | B2.0.05(I) [MpounsBoacTBEHHAs NpaKTUKa, MPOEKTHO-3KCNyaTaunoHHas

15 | B3.01(O) MogroToBka K NpoLueaype 3almThl U 3amTa BbINYCKHOW KBaNUgmrKaLunoHHOW paboThbl
16 | oTAO.02 TecTnpoBaHne Ha NPOHUKHOBEHMWE

17 | B1.B.11 Teopusi 1 MeToAbl coLManbHOM MHXEHepPUN B MHOPMaLMOHHOM 6e30NMacHOCTU

18 | 61.B.07 Knbepbe3onacHOCTb KpUTUYECKMX CUCTEM M MHAPACTPYKTYP

11. Bua npakTtuku, cnoco6 u ¢popma ee npoBeaeHust

Bua npakTUKK: 1pou3800cmeeHHasl.




Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.
Popma npoBeAeHUA NPAKTUKN: OUCKPEMHas.
Peanuayetcsa yactudHo B dhopme npaktuyeckon nogrotosku (MM1).

MNpoun3BoAcTBEHHAsA MpakTka NPOBOAUTCH B CTPYKTYPHbIX nogpasieneHusx yHuBepcuteTa v B
opraHu3aumsix Ha OCHOBe [JOrOBOPOB, 3aKroyaeMblX Mexay YHUBEPCUTETOM N OpraHn3aumsamMu,
AeATeNbHOCTb KOTOPbIX COOTBETCTBYET HanpaBreHHOCTU peanu3yeMon obpasoBaTenibHOn
nporpamMmbl Mo COOTBETCTBYIOLLEMY NPOUNIO.

12. NMnaHupyeMble pe3ynbTaTbl 00y4eHUA NPU NPOXOXAEHUN NPAKTUKN (3HAHUA, YMEHUS,
HaBblK1), COOTHECEHHbIe C NilaHNpyeMbIMU pe3ynbTaTaMu OCBOEHUA obpa3oBaTenbHOMU
nporpamMmbl (KOMNETEHLUUAMN) U UHAUKATOPaMM UX AOCTUXKEHUA:

Koa HasBaHue Koga(bl) UHamnkaTtop(bl) MnaHupyemble pesynbTaTtbl 00y4eHus
KoMneTeHunn

OfIK- | CnocobeH OfiK-4.1.1 3HaeT OCHOBHble Yrpo3bl | 3HaTb:

4.1. opaaHu308bI8aMb 6e3onacHocTu — OCHOBHble yrpo3bl GesonacHocT WHdopMauuM 1
3awumy uHghopmayuu 8 WHpopMaLmMn U MoAdenu | MoAenu HapyLWTEnNs B KOMMbIOTEPHbLIX CUCTEMAX U CETSIX;
KOMIbIOMEPHbIX HapyluTens B — COBpPEeMeHHble MeToAbl, cpeacTsa U Mepbl Mo 3auTe
cucmemax u cemsx (ro KOMMNBLIOTEPHBLIX CMCTEMAX | MHChOPMaLWMK B KOMMBbIOTEPHBLIX CUCTEMAX U CETSX.
obnacmsm n ceTsx;
rPUMeHeHuUs) OriK-4.1.2 3HaeT COBpPEMEHHbIE | YMeThb:

MeToAbl,  cpeactea M —  ucnonb3oBaTb A3bIKU " cuUcTeMbl
Mepbl no 3aluTe | nporpaMMMpPOBaHUs, WHCTPYMEHTasnbHble CpeacTsa npu
UHpopMaumum B | obecneyeHnn 3awuTbl MHGMOPMALUMM B KOMMbIOTEPHbIX
KOMMbIOTEPHBIX CUCTEMAX | cucTemMax NpU peLleHUU PasnnyHbIX MPOMECCHMOHANbHbIX,
1 CeTax; nccrnenoBaTenbCkuUX 1 NpUKNagHbIX 3agau.

OflK-4.1.3 cnocobeH wucnonb3oBaThb
A3bIKU n cuctembl | Bnapetb:
nporpaMmMu1poBaHms, —  HaBblkKAMU WCMOMb30BAHWSI S3bIKOB U CUCTEM
VHCTPYMEHTAalTbHbIe NPOrpamMMm1poOBaHNSA,  WHCTPYMEHTAmNbHLIX CPeACTB  npu
cpeacrea MPY | oBecneveHun 3aWwmTbl WMHGOPMALMA B KOMMbIOTEPHBIX
obecnedeHMM  3AWNTBI | cycremax NMpU peLLEHUN pasmUuHbIX MPOGECcCHOHANbHBIX,
MHdOpMmaLmy B | uccneposaTenbckux v NpUKNagHbIX 3aaad.
KOMMBIOTEPHBIX CUCTEMax
MpW peLleHnn pasnuyHbIX
npodeccnoHanbHbIX,
uccnenoBaTenbCKUx "
npuKnagHbIx 3agad

OfIK- | CnocobeH OflK-4.3.1 3HaeT meToabl no | 3HaTb:

4.3 paspabambigamb u obecneyeHuo — HasHayeHune mMeToapl no obecneyeHno
aHarnusuposams MHdOpMaLMOHHON MHOPMaLMOHHON 6e30NacHOCTN KOMMbIOTEPHBIX CUCTEM U
KOPPeKmHocms 6e3onacHocTK ceTeli C MCMoNb3oBaHMEM NONUTKK Ge3onacHoCcTy;
noumuKku KOMMbIOTEPHbIX CUCTEM U — HOpMaTMBHO-NPaBOBbIE N MEeTOAMNYEeCcKNe JOKYMEHThI B
UHghopMayuoHHoU CeTen C UCMOMNb30BaHNEM | oBnacTu paspaboTKU NOUTUK 6E30MacHOCTH KOMMBIOTEPHBIX
6e3onacHocmu nonuTnk 6esonacHocTy; CUCTEM U CEeTEN.

KOMIbOMeEpPHbIX OlK-4.3.2 3HaeT HOopmaTuBHO-
cucmem u cemel (no npaBoBble n | Ymetb:
obnacmsm meroaueckne —pa3pabaTbiBaTb  OPManbHble  MOAENU  MOSUTHK
npumeHeHus) ROKYMEHTbl B 0BNaCTU | GesonacHocTt M MOMMTMKM  yNpaBReHMs  [OCTYNOM,
paspabotku NOMMTUK | hopMupoBaTh MOMUTUKY MHCOPMALIMOHHON Ge30MacHoCTy,
GesonacHocTyn aHanuanpoBaTb ee KOPPEKTHOCTb, OpraHM3oBLIBATL U
KOMMBIOTEPHBIX CUCTEM W | nonnepxuBaTh  BLIMOMHEHME  KOMMNeKca  Mep Mo
cereu, obecreyeHuto MHOPMALIMOHHOM 6e3onacHoCTy
OliK-4.3.3 crnocoGeH KOMMbIOTEPHBLIX CUCTEM U CEeTEN.
paspabaTbiBaTb
pOPMATTbHBIE Momeny —NpUMEHSTb  MPOrpaMMHbIE  CPeAcTBa  MPUKNAAHoOro,
HONUTUK BGesonackocTn u | CYCTEMHOTO 1 CMIeUManbHOro HasHajeHms npu paspaboTke u
MOMUTAKA  YMIpABNEHNs aHanu3e NonuUTUKM MHPOPMaLMOHHON Ge30MacHOCTY.
[OCTynom, (opMMpoBaThb .
nOAMTHKY Bnapetsb:
VIH(bOpMaLWIOHHOIZ — HaBblkaMu ynpasrneHusa npoueccom peanusauumn
6e30MacHoCTH, MONMUTUKN UH(OPMALMOHHOW 6E30MacHOCT KOMMbIOTEPHbBIX
aHanuaunpoBaTtb ee Ccuctem u”n CeTeVI, opraHun3auun n noggepXxaHua BbINOJNTHEHUA
KOPPEKTHOCTb, KoMnnekca Mep Mo obecrneyeHnio  MHGOPMaLMOHHON
OpraHn3oBbIBaTb n 6e30NacHOCTU BbIYUCIUTENBHBLIX CUCTEM.
noafepXxvBaThb
BbINOMHEHWE  KOMrnekca
Mep Mo obGecrnevyeHuo
MHOPMaLMOHHOMN
6e3onacHocTn

KOMMbIOTEPHLIX CUCTEM U
ceTen;




OriK-4.3.4

HaBblKaMu
ynpaBreHust  npoLeccoM
peanusauum NONUTUKK
MHOpPMaLMOHHOM
6e3onacHocTu
KOMMbIOTEPHBIX CUCTEM U

Brnageert

ceTel, opraHusaumm w
noaaepxaHus
BbINOMHEHWS  KOMMIekca
mMep no obecneyeHnto
MHOPMaLMOHHON
6e3onacHocTu
BbIYMCINTENBbHBIX
cucTewm;
OfK-4.3.5 cnocobeH NPUMEHATb
nporpaMMHble  cpefcTea
npvKNagHoro,
CUCTEMHOro "
cneuunansHoro
Ha3Ha4yeHus npu
paspaboTke ¥ aHanuse
NONUTUKM
MHOPMaLMOHHON
6esonacHocTw;
lK-1. CrnocobeH nposodumb | [1K-1.3; ucnonb3yeT npuHUMnbl | YMmeTb:
aHanu3 mpebosaHuli u KOMMMEKCHON paspaboTku —  UCnonb3oBaTb MPUHLMMLI KOMMSIEKCHOM pa3paboTku
8bIMOMHAMbL pabomsl 1o npasurn, npouenyp, | npaswn, npoueadyp, NPUMEMOB W MeTOAOB, NpU CO34aHuu
POeKMuUpPo8aHuto npMemMoB U METOOOB, MPU | cpeACTB  3awuTbl  MHOpMauuMu, B TOM  uucrne C
npozpamMmMHbIX u co3aHun CPeAcCTB | WCMONb30BaHMEM COBPEMEHHbIX METOOOB W CpeacTB
annapamHbix 3aWuTbl MHopMaumK, B | paspaGoTKy NporpaMMHOro obecneyeHust.
KOMIMOHEeHmM  cucmembl TOM yucne c
besonacHocmu MCMNOmNb30BaHNEM Bnapetb:
KOMIbIOMEPHbIX COBpPEeMEeHHbIX METOA0B U — HaBblkaMy¥  MPOBEOEHWS  OLEHKM  COOTBETCTBUS
cucmem u cemed, 8 cpeacTs pa3paboTkn | mexaHusmMoB GE30MacHOCT  KOMMLIOTEPHOW  CUCTEMbI
mowm qucne c nporpaMMHoro TpeboBaHMSIM HOPMATMBHbIX [OKYMEHTOB, a TaKkke WX
ucriosib3o8aHuem obecneyeHus; KOPPEKTHOCTW CYLLLECTBYIOLLMM pUCKaM.
cospemeHHbIx memodos | [1K-1.4 npoBoanT OLEHKY
u cpedcme  3awjumsi COOTBETCTBUS
UHgopmayuu MeXaH/N3MOB
6e3onacHocTn
KOMMbIOTEPHOW  CUCTEMbI
TpeboBaHuAM
HOPMAaTUBHbIX
OOKYMEHTOB, a Takke Wux
KOPPEKTHOCTU
CYLLECTBYHOLLUM pUCKaM;
lK-2. CnocobeH npuHumams crnocobeH NpoBOAUTb BﬂaﬂeTb:
yyacmue 8 akcriepmuse aHanMa  KOMMbIOTEpPHbIX — HaBblkaMy  MPOBEAEHMSI aHanu3a KOMMbIOTEPHbIX
u aHanuse cucTem c Lenbio | CUCTEM C Lerbio onpefeneHns ypoBHSA 3aLLMLLEHHOCTU U
ysi3sumocmedl, yepo3 u onpeaeneHus ypoBHsi | AOBepusa C nocrneaylowmm o6o6weHnem 1 o6paboTkon
UHYUdeHmMos 3aLMLLEHHOCTM M | VHdOpMaLuW, NONyYEHHON B X04€e UCCNEA0BaHWIA;
UHghopMayuoHHoU lK-2.2 [0Bepusa ¢ nocneayroLmm — HaBblkamu nposefeHus TEeopeTUYecKoro "
besonacHocmu 8 0606LLeHreEM M | NpWKNagHOro  UCCNefoBaHUS  YPOBHEW  3alUULLEHHOCTU
KOMIbOMepHbIX obpaboTkon KOMMBLIOTEPHBIX CUCTEM U CETEN.
cucmemax u cemsx I/IHq)OpMaLI,I/IVI,
rnonyyeHHon B  Xxode
ncecnenoBaHui;
NPOBOAMT TeopeTuyeckne
" npuknagHoe
K-2.5 nccrnenoBaHve  YpOBHeN
3aLLUMLLEHHOCTMN
KOMMbIOTEPHBIX CUCTEM U
ceTen;
MK-3. CniocobeH cnocobeH npoBoauTb | YMeETb:
y4yacmeosampb 8 aHanus " — yyacTBoBaTb B MPOEKTUPOBAHUM CUCTEMbI 3alUTbI
pabomax rno dhopmanusaumio nHdopmauum " nogcuctem MH(OPMaLMOHHOM
pPoeKmMuUpPo8aHuto l1K-3.4; nocTaBneHHbIX 3agad4 B | 6e30MmacHOCTU KOMMbIOTEPHOWN CUCTEMBI.
cucmem 3auums| obnactn  6e3onacHocTu
UHgopmayuu 8 KOMMbIOTEPHBIX cuctem U | Brnagets:
KOMMbOMEpPHbIX ceteit; — HaBblkaMy MpoOBeAeHUs1 aHanu3a W opmanusaumum
cucmemax u cemsix npu BbIMONHSAET NPOBEPKY | MOCTaBMEHHbIX  3agad B obnactm  GesomacHocTn
peweHuu YCTONYNBOCTH KOMMbIOTEPHBIX CUCTEM U CETEN;
npogheccuoHanbHbIX, MPUINOXEHWIA K BHELLHEMY — HaBblkaMW NpPOBeAEHNs MNPOBEPKM  YCTOMYMBOCTU
uccriedoeamenbCckux U K-35 HeCaHKUMOHNpoBaHHOMY NPUIOXEHUIA K BHELLUHEMY HECaHKLMOHMPOBAHHOMY AOCTyMY,
npuknadHbix 3adaq ' AOCTYNy, B TOM 4uCE | B TOM uuCre MPOBEPKM YCTOMYMBOCTM BEG-NPUMOKEHMIA K

npoBepka yCTOMYMBOCTM
BEOG-NpUNoXeHni K
atakam, npuMeHeHve

atakam, NpUMEHeHWe CpeacTB KOHTpons 6Ge3onacHocTw,
ynpaBrnieHue KpuntorpaduyeckuMm CpefacTBaMu, a Takke




6e3onacHocTu, kmbepbesonacHocTy;

opraHusauusi
MepOonpuUATAIA no
obecneyeHuto
kmbepbesonacHocTy;
cnocobeH y4acTBoBaTb B
NPOEKTUPOBaHUM
cUCTEMBI 3aWuThI
MHpopmaLmn 7]
nogcuctem
MHOPMaLMOHHON
6e3onacHocTH
KOMMbIOTEPHOW CUCTEMBI;

1K-3.6

cpencte KOHTpONA opraHusauua MepOI'IpVIHTVIVI no obecneyeHnto

ynpasreHue — HaBblkaMM y4yacTUs B MPOEKTUPOBAHUM CUCTEMbI
KpunTorpagu4eckumm 3aWwmTbl  MHOpMaUMM U NOACUCTEM  WMHEOPMAaLNOHHON
cpeactBami, a Takke | 6e30mnacHOCTM KOMMbHTEPHOW CUCTEMbI.

13. O6beM npakTUKM B 3a4€THbIX eauMHULaxX / aK. vac. (e coomeemcmeuu ¢ yyebHbIM rnaHoMm) —
7/252.

Popma NpoOMeXYTOHYHOM aTTecTauumm 3a4em C OUEHKOU.

14. TpypoeMKocTb No Buagam y4ebHown paboTbl

TpynoemMKocTb
Bup, y4ebHoit paboThbl Boero El;lo cereeTpal
u. y., B hopme
nr
Bcero yacos 252 252 203
B TOM 4yucrie:
KoHTakTHasa pabota (Bkntodas HAC) 4 4 3
CamoctosaTensHas pabota 248 248 200
UToro: 252 252 203

15. CopepxxaHue npaktuku (unu HAP)

n/n 0O6bem yyebHol paboThl, Y
Paspgenbl (aTanbl) B . KoHTakTHble | CamocTtoaT
napl y4ebHom paboTbl
npaKkTuKn yachl ernbHas
paboTta
1. | OpzaHu3ayuoHHo- npoBeeHMe  cobpaHWs MO OpraHusauuM  MPaKTUKY;
nodeomosumesibHbIU | yCTaHOBOYHBIN UHCTPYKTaX MO 3agadvam, cpokam u Tpebyemon
aman OTYETHOCTM; MHCTPYKTaX MO TexHUKe Ge3onacHocTy paboTbl ¢
NepcoHanbHbIMW  KOMMbOTEPaMK, MNpaBunamm paboTtbl B 1 24
KOMMbIOTEPHBIX ~ Kraccax —dakynbTeTa; coaepxaTenbHast
chopMynupoBka 3agad Anst peLleHnst B Xo4e NpakTuky, Buaa u
obbema pe3ynbTaToB, KOTOPbIE JOIKHbI ObITb NOMyYeHbl
2. | BbinonHerue onpepeneHve npo6nembl, obbekTa n npeameTa
uccriedosamernbCKUX | UcCnefoBaHWs,  (OPMynuMpoBaHuMe  LUenM UM 3ajad
pabom o UCCrefoBaHnsl, TEOpPeTUYEeCKUA aHanus nuTepaTypbl U
uHAusudyarnbHOMy uccnefoBaHuin no npobneme, npoBefeHne ob3opa u BbIGOp
nnaHy COBPEMEHHBIX MH(OPMALMOHHBLIX TEXHOSMOMMI, CReLManbHOro 1 100
nporpaMMHoro obecneyeHusi 1 obopyaoBaHUs Ansi pelleHust
NocTaBrieHHON 3afjayu No aHanu3y 3aluileHHOCTU obbekTa
MHOpMaTM3aLmMK; NOATOTOBKA NMPOBEAEHNS UCCNEAOBaHWA 1
3KCMEPUMEHTOB ANs peLleHnsi chopMUpPOBaHHOW 3a4a4u
3. | OkcnepumeHmarnbHo- | NpoBedeHVWEe CaMOCTOSTENBHOIO pPELUeHUs MOCTaBMNEHHOW
uccrnedosamernbckull | UCCNedoBaTENbCKOW 3a4a4uu, BbINOMHEHNE TUMOBbLIX PacyeToB
amarn M MOOENUPOBaHME LaTYMKOB MCEBAOCIYyYalHbIX YUCIOBbIX 1 100
nocrnefoBaTenbHOCTEN C  MPUMEHEHWEM  KOMMbIOTEPHOWA
TEXHUKM, MpOBeeHUE 3KcrneprMEHTalbHbIX MccrefoBaHuUi




cUCTeM 3alMThl MHGOPMaLUK
4. | OgpopmneHue cocTaeneHne UTOroBOro OTYETa W 3aluTa NpoekTa, onvcaHue
omuéma o umoaam npogenaHHoi  paboTbl C  CaMOOLIeHKOW  pe3ynbTaToB 1 60
npakmuku NPOXOXAEHUS NPAKTUKK; (DOPMYNMPOBaH1E BbIBOLOB

CopepxaHue npakTU4ecKon NOLroTOBKM NPU NpoBefeHUWN MPaKTUKM yCTaHaBMBaeTCH
NCXOOS W3 COAEpXaHus W HarnpaBrieHHOCTM obpasoBaTerlbHOW MporpaMmmbl, CoAep>KaHUS
npakTukn, ee uenem u 3agad. [lpakTuyeckass noAroToBka nNpwW NPoOBeAEHUN NPaKTUKK
HanpasreHa Ha hopMMpPOBaHNE YMEHUI N HaBbIKOB B COOTBETCTBUWN C TPYAOBbIMU AENCTBUSMN
n (Mnn) TPyAOBbIMM PYHKLMAMM NO Npocunto obpasoBaTenibHON NporpaMmmbl.

lMpakTnyeckas nOAroToBKa MPOBOAMTCS MYTEM HEMNOCPEACTBEHHOrO  BbINOSIHEHWUSA
obyvaowmmmcs onpegeneHHblx BMOoB paboT, cBA3aHHbIX C Oyaywen npodecCuoHanbHOM
AEeATeNbHOCTbIO, CNOCOBCTBYIOLNX (POPMUPOBAHUIO, 3AKPEMNNEHUIO N Pa3BUTUIO NPAKTUYECKNX
HaBbIKOB 1 KOMMETEHLMI NO NPOcM0 COOTBETCTBYIOLLEN 06pa3oBaTeNibHOM NporpaMmei.

Ne | Tunbl 3agay | dopmupyemble dopmupyemble
n/n | NPOECCUOHANBHOW | npodeccoHarbHbIE KOMNETEHUMM | OBLLEenpOdeccMoHarbHble
AeATernbHOCTH KOMMEeTEeHLUUN cneyuanusauum
1 HayuHo- MK-2.2  cnocobeH npogodums  aHanuz | OFIK-4.1.3 crocobeH ucronb3ogams S3biKU U
uccriedoeamernbckulli | KOMMbIOMEPHbIX — cucmeM € uenblo | cucmemsl npoepaMmuposaHus,
onpederieHusi YpO8HS 3aluWBHHOCMU U | UHCMpyMeHmarlbHbie cpedcmea npu

dosepusi ¢ rnocnedyrouwum obobweHuem U obecrie4yeHuu 3auumel UHghopmayuu 8
obpabomkol uHghopmayuu, rony4eHHolU 8 KOMIMbIOMEPHbIX — cucmemax [Mpu  peweHuu
xo0e uccnedosaHul; pasnuyHbIX rpogeccuUoHarnbHbIX,
l1K-2.5 nposodum meopemuyeckue U uccnedosamernbCKUX U MpuKnadHbix 3aday;
npuknadHoe uccrnedosaHue yposHel Or1K-4.3.5 cnocobeH npumeHsimeb rpoepammHbIe
3aWUWEHHOCMU KOMIMbIOMEePHbIX cucmem u cpedcmea  npuknadHo20,  CUCMEMHO20 U
cemed; creyuanbHo20 HasHadvYeHusi rpu paspabomke u
[1K-3.4 criocobeH npoeodumpb aHanu3 u | aHanuse nonumMuKu UHGhOpMayUOHHOU
opmanusayuro rnocmassneHHbix 3aday 8 | 6eszonacHoCMU.

obnacmu  6e3ornacHoCMU  KOMIbIOMEPHbIX
cucmewm u cemed.

2 lMpoekmHnbIl lK-1.3 ucrionnb3yem npuHyUnsI
KOMI1neKkcHou pa3spabomku npasurn,
npoyedyp, npuemos U Memodos, npu
co30aHuu cpedcme 3awumsi UHGhopMayuu,
8 MmMoOM yucre € UCNoNb308aHUEM
cospemMeHHbIX  Memodos U  cpedcmes
paspabomku npoepamMmMHO20 obecrieHeHusl;
l1K-3.6 crnocobeH y4yacmeosamb 8
poekmuposaHuu  cucmeMb!  3awumsl

uHghopmayuu u nodcucmem
UHGOpMayUOHHOU 6e3onacHocmu
KOMIMbIoMepHOU cucmembil.
3 KoHmpornbHo- lMK-1.4 nposodum oueHKy coomeemcmeusi | OllK-4.1.1 3Haem OCHOBHbIe y2po3bi
aHanumuyeckull MexaHu3Mog 6e30MacHOCmU KOMMbomepHol | 6egonacHocmu — uHgopMauuu U Modenu

cucmembl  mpe6osaHusIM  HOPMaMUBHbIX Hapywumerssi 8 KOMIMbIOMEPHLIX cucmemax u
O0KyMeHmMo8, a makxe UX KoppekmHocmu cemsix;

Cywecmsyowum puckam. OllK-4.1.2 3Haem coepemeHHble Memoobl,
cpedcmea U Mepbl 10 3aujume UHgopmMayuu 8
KOMIMbIOMEPHbIX cucmemax U cemsix;

OllK-4.3.1 3Haem MemoObl o obecrneyeHuro
UHGbopMayuoHHoU besonacHocmu
KOMrMblomepHblx ~ cucmem u  cemel ¢
ucrionb308aHueM rnonumuk 6e3onacHocmu;
OllK-4.3.2 3Haem HopMamueHo-rpasosbie U
memoduyeckue  OOKymeHmbl 8  obracmu
paspabomku nonumuk 6esonacHocmu
KOMIMbIOMepHbIX cucmem u cemed.

4 OpzaHu3ayuoHHO- [1K-3.5 ebinonHsem nposepky ycmotvueocmu | OFlK-4.3.3 criocobeH paspabambigamb
ynpasneH4yeckul npunoxeHud K 8HeWHeMy | ¢hopmarnbHbie Modenu nonumuk b6esonacHocmu

HeCaHKUUOHUPOBaHHOMY Oqcmyny, 8 mom | OAUMUKU yrpaeneHus docmynom,
qucnie  nposepka  ycmouyusocmu  6€6- | hopvuposams  MOAUMUKY  UHGPOPMAUUOHHOU

MpunoXewuu Kk amakam, —[PUMEHEHUE | ges6n0a0000mu, aHanusupogams ee
cpedcmes KoHmpons Gesonacrocm, KOPPEKMHOCMb, opeaHU308bI8amsb u
ynpaeneHue Kpunmoepaghuyeckumu PP ’ P

cpedcmeamu, a makke  opeaHU3auUs noddepxueamsp 8bIMONHEHUE Koylnnekca mep o
meponpusmuti o obecreyeruro | obecrieyeHuro uHgopmMayuoHHoU 6e3onacHocmu




KU66p6630ﬂaCH00mU. KOMMbHOMepHbIX cucmem u cemedl.

5 OkennyamauuoHHbIl OllK-4.3.4 enadeem HaebikaMu ynpaeneHus
npoueccom peanusauuu roauMUKU
UHGOpMayUOHHOU besonacHocmu

KOMIbomepHbIX cucmem u cemel, opaaHu3ayuu
u rnodoepKaHusi 8bIMNOIHEHUS] KOMIIeKca Mep o
obecnedyeHu0 UHGopMayuoHHoU besonacHocmu
8bI4YUCUMEIIbHbIX CUCMEM.

16. MNepe4vyeHb y4yeOHOM nuUTepaTypbl, pecypcoB ceTu «UHTepHeT», HeOGXoAMMBLIX AnNs
NPOXOXAEeHUA NpakTUKK (CrIUCOK numepamypbl o¢hopmrisiemcsi 8 coomeemcemeuu ¢ mpebogaHusIMuU
IOCT u ucrnionib3yemcs obwasi ckeo3Hasi Hymepauusi 0risi ecex sudo8 UCMOYHUKO8)

a) OCHOBHag nuTepaTtypa:

Ne n/n NcTouHunk

Wknsp, M.®. OcHoBbl Hay4HbIX uccnegosaHun / M.®. Wknap. — Mockea: Jawkos n Ko, 2012. —
244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.

HosukoB A.M., HoeukoB [1.A. MeTogonorusa Hay4yHoro uccnegosanus. — M.: Jinbpokom. 2010 —
280 c. URL:http://www.methodolog.ru/books/mni.pdf.

MenbHukos B. I1., KnenmeHos C. A., lNeTpakos A. M. HdopmaumoHHas 6e30nacHOCTb 1 3awmTa
nHdopmaumm. - M.: Akagemus, 2007. — 330 c.

OcHoBbl ynpaBneHus nHpopmaumoHHon 6e3onacHoCTbO: [y4ebHoe nocobre anga CTyaeHToB
BY30B, 00y4aloLWmnxcsa No HanpaBneHsaM NOArOTOBKM (CNeunansHOCTSM) YKPYNHEHHOW rpynnbl
cneumanbHocTen 090000 - "MHdopm. 6esonacHocTb"] / A.lM. Kypuno [n ap.]. — 2-e u3g., nenp. —
Mockea: Nopsayvasa nuHua-Tenekom, 2014. — 243 c. : un., Tabn. — (Bonpocsl ynpaBneHusi
NHdOpMaLMOoHHOM 6e3onacHocTbio ; KH.1) .— Bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-0361-
6.

Kpakosckun, KO.M. MHdopmaumnoHHas 6e3onacHoCTb 1 3awmta nHdopmauun: ydebHoe nocobme
ans ctya. obyd. no cneumanbHoOcTU «MHpOpMaLMOHHBIE CUCTEMBI U TEXHOMNOMMUY OHEB. M 3a0M.
dopm obydeHus / HO.M. Kpakoeckuin. — M.; Poctos H/[] : MapT, 2008 .— 287 c. : un .—
(Y4ebHbIv kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.

Onennuik IM. M. KopnopaTvBHble MHOPMaLMOHHbIE CUCTEMbI: Ans 6akanaBpoB M CneumanmcTos:
6. | yy4ebBHuKk onsa ctyq. By3oB, 06y4y. no Hanpasn. 080800 "MNpuknagHas nHgopmaTmka (no
obnactam)" u gp. akoH. cney,. — Cl6.: MNutep, 2012. — 176 c.

doctep, Dxenmc. 3awmuta ot B3noma: coketbl, akcnnontbl, shell-koa: / k. doctep, M. Mpaiic ;
nep. c aHrn. A. A. CnuHkmHa .— Mocksa : MK lMpecc, 2008 .— 784 c. : un. —

1.

2.

’ (MHbopmaumoHHas 6e3onacHocTb).— ISBN 5-9706-0019-9 : 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1117>.
Ckyguc, 9a. MpoTnBocTOsiHNE XakepaM. [NowaroBoe pykoBOACTBO MO KOMMBLIOTEPHBLIM aTakaMm U
8 appekTnBHON 3awmte/ 3. Ckyamc. — Mocksa: OMK lMpecc, 2009. — 512 c. : un. — (3awmTta un

agMuHucTpupoBaHue) .— ISBN 5-94074-170-3 : 176-00 .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1 id=1112>,

Fony6, Bnagumup AnekcanHgposud. 3awmta oT Bpe4OHOCHOMO NporpaMmMHoOro obecneyeHms:

9. | yuebHoe nocobue onsa Bysos / B.A. lony6; BopoHex. roc. yH-T.— BopoHex: JIOIN By, 2006. —
31 c. — Bubnuorp.: ¢.30 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf>.
XoBapg, Marikn. 19 cMepTHbIX rPeXoB, yrpoxatowmx 6esonacHocTn nporpaMm. Kak He JonycTuTb
TUNNYHBIX owmnBok/ M. Xosapa, [. Jle6nank, [x. Buera; aBT. npeamcn. A. MopaH. — Mocksa:
10. | OMK Tlpecc, 2009. — 287 c. : un. — .— 3arn. n aBT. opur.: 19 deadly sins of software security /
Michael Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1118>.

3anues 0.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmTa /
0.B. 3anueB. — CI16.: BXB-lNetepbypr, 2006. - 304 c.

12. | MpockypwH B. I'. 3awuta nporpamMm n gaHHblx - M.: Akagemus, 2011. — 198 c.

YnpaBneHve BHegpeHneM MHHOOPMALIMOHHBIX CUCTEM: KypeC nekunn: y4eb. nocobue ans
CTYOEHTOB BY30B, 00y4aroLMXCs NoO cneumnansHOCTsaM B ob6riacty MHopMm. TexHonorui / B.A.

11.

13 pekyn, . H. Oennwenko, H.J1. KopoBkuHa. — M.: IHTepHeT-YH-T MHdopM. TexHonorui, 2008.
[OnekTpoHHbIn pecypc] URL: http://www.intuit.ru/studies/courses/2196/267/info/.
14 KOpuH U.KO. TeopeTnyeckmne n npaktmyeckme 0CHoBbl 3almTbl MHopmaummn. 2012.

http://library.sgu.ru/uch_lit/620.pdf.

6) gononHuTenbHasa nuTeparypa:
Ne n/n McTouHUK
15. | Mypomuesa A. B. UckyccTBo npeseHTaumn. OCHOBHbIE NpaBuia U NpakTUieckue



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247
http://www.intuit.ru/studies/courses/2196/267/info/
http://library.sgu.ru/uch_lit/620.pdf
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3219&TERM=%D0%9C%D1%83%D1%80%D0%BE%D0%BC%D1%86%D0%B5%D0%B2%D0%B0,%20%D0%90%D0%BD%D0%BD%D0%B0%20%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus

pekomeHgaumm / A.B. MypomueBa. — MockBa: ®nuHTa: Hayka, 2014. — 108 c.

16.

KpyunHuH, B.B. KOMNbOTEPHBIE TEXHONOMMU B HAY4YHbIX UCCNEOBaHMUAX: y4eOHO-
mMeToamudeckoe nocobue / B.B. KpyunHuH. — Mockea: TYCYP (Tomckuii rocygapCTBEHHbIN
YHUBEPCUTET CUCTEM YMNPaBEHUS N PaanoaneKkTpoHmnkn), 2012. — 57 c. — Pexum gocTyna:
http://e.lanbook.com/books/element.php?pll id=11269.

17.

AHppees, .. OcHOBbI Hay4HOM PaboTbl N METOAONOMNS AUCCEPTALMOHHOIO uccneaoBaHus /
.. AHgpees, B.B. bapsuHeHko, B.C. Bepb6a. — Mocksa: ®uHaHcChl 1 ctatuctuka, 2012. —
296 c. — Pexum goctyna: http://e.lanbook.com/books/element.php?pl1_id=28348.

18.

Cuctembl n cpeactea nHgopmatukm: ExerogHuk / 'n. pea. N.A. Cokonos. — Mocksa: UM
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

19.

depnepanbHbIi 3akoH oT 27 utonsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHPOPMaLMOHHBIX
TEXHOMOorMax u o 3awmrte nHcopmauuny // CobpaHue 3akoHogaTtenbcTea Poccunckon
depepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

20.

depnepanbHbIi 3akoH oT 27 utonsa 2006 roga Ne 152-d3 «O nepcoHanbHbIX AaHHbIX» //
CobpaHue 3akoHogatenbcTBa Poccunckon ®epepaunn, 31 nons 2006 roga Ne 31 (1 4.), cT.
3451,

21.

FOCT P MCO/M3K 27001-2006 MHdopMaLmoHHas TexHonorms. Metoabl 1 cpeacTtea
obecneyeHus 6esonacHocTn. CucTeMbl MEHEIKMEHTA MH(OPMALMOHHOM 6€30MacHOCTH.
TpeboBaHus. (yTBepXaéH 1 BBeaéH B AenctBue Npukasom degepanbHOro areHTcTea no
TEXHUYECKOMY perynmpoBaHnio n Mmetpornorum ot 27 gekabpsi 2006 r. Ne 375-cT).

22.

Mpuka3 ®egepanbHon crny0Obl MO TEXHUYECKOMY U 3KCMOPTHOMY KOHTposto Poccum ot 11
despans 2013 roga Ne 17 «O6 ytBepxxaeHun TpeboBaHui 0 3awmTe nHdopmMaumm, He
COCTaBnsoLLLEen rocygapCTBEHHY0 TanHy, coaepKallencs B rocyaapCTBEHHbIX
NMHGOPMaUMOHHbIX cuctemax» // Poccuiickas raseta, Ne 136, 26.06.2013.

23.

Mpuka3s degepanbHON Cry0Obl MO TEXHUYECKOMY 1 3KCMOPTHOMY KOHTporto Poccun ot 18
depans 2013 roga Ne 21 «O6 yTBepxaeHUn coctaBa 1 cogepXaHnsi OpraHn3aumOHHbIX U
TexXHn4Yecknx mep no obecneveHno 6e3onacHOCTN NepCcoHarnbHbIX AaHHbBIX NpU X 06paboTke B
WHPOPMALIMOHHBIX CUCTEMAX NepCOHanbHbIX AaHHbIX» // Poccuiickas raseta, Ne 107,
22.05.2013.

24.

MeToaunyeckun gokymeHT. Mepbl 3aLmnTbl MHOPMaLMKU B FOCYAAPCTBEHHbBIX MH(OPMAaLMOHHbIX
cuctemax (yr8. PCTIK Poccumn 11.02.2014).

25.

MoctaHoBneHue MpaButensctea Poccuiickorn Pepgepaumm ot 1 Hos6psa 2012 roga Ne 1119 «O6
yTBEpPXAeHUN TpeboBaHMI K 3aLUMTe NepcoHarnbHbIX AaHHbIX MpU nx odpaboTke B
MHOPMaLIMOHHBIX CUCTEMAX NepCcoHanbHbIX AaHHbIX» // CobpaHue 3akoHogaTenbLCTBa
Poccuinckon Pegepaumm, 05.11.2012, Ne 45, cT. 6257.

26.

MewepsikoB B.A., XXenesHsk B.IN., BoHaapb A.O., Ocunenko A.J1., BabkuH A.H. MNMepcoHanbHble
AaHHble: opraHmsauusa obpaboTkm n obecneveHns 6e3o0nacHOCTM B opraHax rocyaapCTBEHHOM
BNacTu u mecTHoro camoynpasneHus / [Nog pea. B.A. MewwepsikoBa. — BopoHex: BopoHexckui
uHctutyT MBI Poccnm, 2014. — 186 c.

27.

MocTtaHoBneHne npasutenscTea BopoHexckon obnacTtu ot 28 anpena 2011 roga Ne 340 «O6
YTBEPXKAEHUUN MOMOXKEHUSI O €4MHOM PeecTpe rocyaapCTBEHHbIX MHAOPMALMOHHBLIX CUCTEM
BopoHexckon obnactn» // CobpaHne 3akoHoaaTtenscTea BopoHexckon obnactm 20.06.2011 Ne
4, cT. 285.

28.

EpmowkumH H.H., Tapacos A.A. CTtpaTermsa nHopMaLMOHHbIX TEXHONOrMn npegnpuatms. M.:
M3a-8o MockoBcKoro rymaHutapHoro yHusepcuteta, 2003.

29.

KopHees U.K., CtenaHoB E.A. 3awuta nncopmaunmn B ocpuce. — "agatenbcteo MNpocnekt",
2008. — 333 c.

30.

AnekcaHap JopoHuH. BusHec-passegka http://fxt.com.ua/business_literatura/131-aleksandr-
doronin-biznes-razvedka.html.

31.

TaHeHbaym 3. KomnbtoTepHble cetu / 3. TaHeHbaym. — CI16.: Mutep, 2005. — 991 c.

32.

Banbix A.C. OueHka BO3MOXHOCTEN aTtaku Ha nHopmMaumoHHyto cuctemy / A.C. Baneix, C.A.
Bsanbix // KnbepHeTtuka u Boicokne TexHonorun XXI seka: matep. Xl mexgyHapogn. Hayy.-Tex.
KOH., BopoHex, 11-12 mas 2011 r. — BopoHex : VMU BIy, 2011. - T.1. — C. 91-96.

33.

MapTtbika T.J1. MHdopmaumnoHHas 6esonacHocTb M.: POPYM, 2007.

34.

MenbHukoB, Bnagnmmp Maenosuy. MIHbopMaumoHHas 6e30nacHOCTb U 3alumTa MHopMaLni:
y4yebHoe nocobue ansa ctyd. By3oB, obyd. no cneumanbHocTn 230201 "MHdopMaLMOHHbIE
cuctembl 1 TexHonorun" / B.IM. MenbHukos, C.A. Knerimenos, A.M. MNeTpakos; nog pea. C.A.
Knenmenosa. — M. : ACADEMIA, 2006 .— 330 c. : un .— (Bbicluee npodeccmnoHansHoe
obpasoBaHue. VIHhopmaTurka n BblYMCcnuTeNbHasa TexHuka). — bubnuorp.: ¢.327-328 .— ISBN
5-7695-2592-4.

35.

AHgpuaHoB B.U."LLInnoHckme wty4kn" n ycTponcTea Ans 3awmrtbl 0ObEKTOB, M MHGOPpMaLUK;
Cnpag. nocobue / B.A.bopoawnH, A.B.Cokonos. — C-I10.: JlaHb, 1996.

36.

AbanmaszoB 3.M. MeTogbl U MHXEHEPHO — TEXHUYECKNE CPeACTBa NPOTUBOAENCTBMS




MHpopmaumoHHbIM yrposam / O.M.AbanmasoB. — M.: 'potek, 1997.

Bacunesckun N.B. Cnocobbl 1 cpeacTea NpefoTBpaLLeHuns yTeuku nHpopmaumm no
TexHunyecknum kaHanam / V1.B.Bacunesckuii. — M.: HINL], "Henk", 1998.

38. | XopeB A.A., Cnoco6bl n cpeactea 3 / A.A.Xope. — MO P®, 1998.

FOCT P MCO/M3K 15408-2002 «MHdopmaLmMoHHasa TexHonorus. Metoabl U cpeacTsa
obecneyeHus 6e3onacHocTy. Kputepun oueHkm 6e3onacHOCTM MHPOPMaLMOHHBIX

37.

39. TEXHONOrM», NPUHAT 1 BBeAeH B aencTteue MNoctaHoeneHnem NocctanHgapTta Poccun ot 4
anpens 2002 r. Ne 133-cT.
40 MCO/MBK 31000:2009 «YnpasneHue puckamu. MpuHumnel n HanpaeneHus», ISO Technical
" | Management Board Working Group, 2009.
a1 MCO/M3BK 31100:2009 «YnpasneHue puckamu. Metoankm oueHkn puckar, ISO Technical
" | Management Board Working Group, 2009.
FOCT P MCO/M3K 27005-2010 «MHdopmaLmoHHasa TexHonorms. Metoabl 1 cpeacTtea
42, obecneyeHns HpopmaunoHHon BesonacHocTU. MeHegKMeHT pucka MHPOPMaLMOHHON

DesonacHocTuy», yTBEpXXAeH 1 BBeAeH B gencteme lNpukaszom PenepanbHOro areHTcTea no
TEXHUYECKOMY perynupoBanmio n metponorim oT 30 Hosiops 2010 r. Ne 632-cT.

B) MHCpOPMALIMOHHbIE ANEKTPOHHO-06pas3oBaTeNbHblE pecypchl (0uLnanbHblie pecypcbl MHTEPHET) :
Ne n/n Pecypc
1. | OBC NaHb
OBbC «YHuBepcuteTckas bubnmoTeka online»
OBC «3nekTpoHHasa 6ubnuoteka TexHmnyeckoro BY3a» (BBC «KoHcynbTaHT cTyaeHTay)
9BC IOPAUT
OnekTpoHHasa bubnuoTeka y4ebHo-MeToaMYecknx maTepuanos BIY. Pexum goctyna: hitp://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://Iwww.shipka.ru
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BHavane ykasbiBaotca OBC, ¢ koTtopbiMM wumeroTcss pgoroBopa y BIY, 3atem OTKpbITble 3MNEKTPOHHO-
obpaszoBaTernbHble pecypchl U T.4.

17. O6pas3oBaTefibHble TEXHONIOTUU, MPUMEHSIEMble NpPU MNPOBEAEHUU MNPAKTUKU U
MeToAMYecKue yKasaHus Ans o0y4alolmnxcs No NPOXoXAeHUI0 NPaKTUKK

OTyeT NO nNpakTUKe [JO0MKEeH OblTb WU3MNOXEH TEXHUYECKM T[PaMOTHbIM $A3bIKOM C
NPUMEHEHNEM peKOMEeHOOBaHHbIX TepMMHOB W abbpeBuaTyp ©0e3 opdorpadumyeckmx u
rpammaTtumyeckux ownbok. MNpeacraBneHHbIN OTYET MO NPaKTUKE OLEHUBAETCH Ha COOTBETCTBME
MHOpMauuK, NpeacTtaBieHHONn B oTvyeTe, AaHHbIM M3 MHGOPMAUMOHHBLIX PecypcoB obuiero
pocTtyna cet IHTepHeT, MmaTtepmanoB Nekumin, y4ebHON 1 TEXHNYECKON NUTEpaTypbl.

CTpykTypa oT4eTa No npakTuke

1. OTyeT NO MpakTUKe AOSMKEH BKIOYaTb TUTYMbHbIA NIUCT, COAEpXaHwe, BBeOeHue,
onucaHme TeOpeTUYECKUX U MNPaKTUYECKUX acnekToB BbINOSIHEHHOM paboTbl, 3akn4veHue,
CMUCOK UCMOSb30BaHHbBIX NCTOYHUKOB, NPUITOXEHUS.

2. Ha TtuTynbHOM nucte [ofmkHa ObiTb npeacTaBneHa Tema MpakTuky, rpynna u
damunus cTyaeHTa, OaHHble O NpeanpusTun, Ha Gase KOTOPOro BbINOMHANACL MNPaKTUKa,
amnnusa pykoBoamnTens.

3. Bo BBegeHuM cTygeHTbl OOMKHbI AaTb KpaTKoe onucaHuve 3ajadn, pellaemMon B
paMKax npakTUKu.

4. B oCHOBHOM 4YacTu oT4yeTa CTyAeHTbl NpMBOAAT nogpobHoe onucaHwe npoaenaHHon
TeopeTn4eckon n (Unu) npakTmyeckon paboTbl, BKNOYasa onucaHne n 060CHoOBaHME BbiOpaHHbIX
peLleHnn, onucaHne nporpaMmm 1 T.4.

5. B 3aknoyeHnn faeTtca KpaTkasa Xxapaktepuctuka npogenaHHom paboThl, U NpUBOaATCA
ee OCHOBHble pe3yrbTaThbl.

6. B npunoxeHusix npuBoaATcA HenocpeAcTBEHHble pesynbTaTbl pas3paboTKu: TEeKCThbI
nporpamMmm, rpadouku 1 gnarpammel, n T.4.

TpebosaHus K ogbopMIieHUO omyema

1. OT4yeT opopmMnaeTCca B Nne4aTHOM Buae, Ha nuctax gpopmaTta A4.
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2. OCHOBHOM TeKCT oTyeTa BbINONHAETCHA WwpudToM 14 nyHKTOB, C MHTepsanom 1,5
Mexay cTpokamu. TekcT pasbuBaeTcs Ha absaubl, KaXabld U3 KOTOPbIX BKMHOYaeT OTCTyn W
BblpaBHMBaHWE MO LUMPUHE.

3. TekCT B NpUNOXEHUAX MOXET ObITb BbINOSIHEH Bonee MeNKNUM LPUGTOM.

4. OTyeT pas3buBaeTca Ha rnaBbl, MYHKTbl M MOAMYHKTbl, BKIOYalOWME AOECATUYHYHO
HyMepaumio.

5. PucyHkn 1 Tabnumubl B oT4eTE AOSMKHBI UMETb OTAEMBbHYK HYMEpPaLuuio U Ha3BaHMWS.

6. Becb oTtyeT pomkeH ObiITb OdoOpmIieH B edVHOM CTune: Be3de B OoTyeTe angd
3arofiloBKOB  OZHOTO YPOBHSA, OCHOBHOIO TeKcTa M NoAnMcen [JOSKeH WCMonb30BaTbCs
OAMHAKOBbIN LLIPUPT.

7.CTpaHuubl OTYyeTa HYMepylrTCH, HauyMHaa C TUTYNbHOro nucta. Homepa cTpaHuy
NpOCTaBNATCA B MPaBOM BEPXHEM Yriy A5l BCEro otyeTa KpoMe TUTYNbHOro nncra.

8. CogepxaHune oTyeTa AOSMKHO BKIIOYaTb NepeyveHb BCeX rnas, MYyHKTOB M NOAMYHKTOB,
C yKasaHMeM HoMepa CTpaHuLbl AN Kax4oro afieMeHTa CoaepXaHusl.

9. CchblfikM Ha nuTepatypy M Apyrve UCMNofNb30BaHHbIE WMCTOYHWKM OOpPMASTCA B
OCHOBHOM TEKCTe, @ CaMu UCTOYHUKN NEPEYUCHISIOTCH B CMIUCKE UCMOMb30BaHHbBIX MICTOYHUKOB.
10. O6bem oTyeTa Mo NpakTUKe AosmKeH ObiTb He MeHee 20 cTpaHuu,.

18. MaTepnanbHoO-TeXHUYeCKoe obecneyeHne NPaKTUKN:

2. BopoHex, yn. YHueepcumemckas nnouiads, 0.1, enasHbil y4ebHbIl Kopryc, ay0.214
KomnbtoTep B coctaBe: cucteMHbi 6nok: npoueccop Intel(R) Core(TM) i5, onepatnBHas namsits 816,
HDD 500I6; monutop: LG FLATRON. Mynbtumeamanpoektop BenQ. OkpaH HacTeHHbIM aOnis
npoektopa. Ayamo kornoHku Creative AG0. KommyTtaTtop.

2. BopoHex, yn. YHueepcumemckas nnouwads, 8.1, y4ebHsbit kopryc 16, ayd.407
KomnbtoTep B coctaBe): npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz, onepaTtuBHas
namaTte 16 6, SSD 256 6, HDD 1T6, Buaeokapta NVIDIA GeForce GTX 1080 Ti; moHuTop DELL
S2419HN. KomnbtoTep B cocTtase (1 wr.): npoueccop Intel(R) Core(TM) i7-7800X CPU @ 3.50GHz,
onepatmBHas namaTtb 96 6, SSD 1T6, HDD 4T6, sugeokapta NVIDIA GeForce RTX 2080 Ti (2 wr.);
moHuTop DELL S2419HN. UctouHuk 6ecnepebonHoro nutanmsa APC Back-UPS BV1000I-GR, line-
interactive, mowwHocTb:1000BA, 600BT (16 wT.). UcTouHuk 6ecnepebonHoro nutaHns Legrand KEOR
LINE RT 1500BA (1 wrt.). KommyTtatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP,
19"). NUHTepaktnBHaa pocka SMART SBM685 (87 gronmos, NO SMART SLS) ¢ naccuBHbIM NOTKOM.
Mpoektop Vivitek DH758UST (ynbTpakopoTkodokycHbii, DLP, Full HD 1080p (1920 x 1080) , 3500
ANS, 10000:1, nonHaga nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas mnowads, 0.1, enagHbil y4ebHbiu kopryc, ayd.124
KomnbloTep B cocTaBe: cucTeMHbI 6nok: npoueccop AMD Ryzen 7 3800X 8-Core Processor,
onepatmBHaa namatb 326, HDD 1T6, SSD 25616, suaeokapta NVIDIA GeForce GTX 1050;
mMoHutop: Dell S2419H. WHTepaktuBHas gocka SMART  SBM685 (87  agwonmos).
MynbTumeananpoektop Vivitek ynbTpakopoTkodoKyCHbIN. WcTOuHMK GecnepebonHoro nutaHus
Legrand Keor SPX 1000 BA IEC C13 (16 wr.). NictouHuk B6ecnepeboriHoro nutaHusa Legrand Keor
Line RT 1000 BA (1 wrt.). KommyTtaTtop HP 2530-48G Switch (1 wrT.).

2. BopoHex, yn. YHusepcumemckas nnowads, 0.1, enasHbil y4ebHbild kopnyc, ayd.226
Mono6riok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepatmneHasa namsaTtb 810,
SSD 250I6. Mynbtnmeguanpoektop Epson. Ayamo konoHku EV (2 wrT.). MukpodoH. OkpaH ans
npoekTopa. MapkepHble naHenu Askell (2 wr.).

2. BopoHex, yn. YHusepcumemckas nnowads, 0.1, y4ebHbiu koprnyc 1, ayd.2/25
YyebHbil cmeHd "TIpogpammHbie cpedcmea Kpunmoepaguu”, SCRYPTO B cocTase:
Kapkac MOHo60Ka (1 WT.); UHTErpMPOBaHHbIN BbIMUCIUTESNbHBIN Y3en 3 LWT.) B COCTaBe: NpoLeccop
Intel: aBa sgpa c TaktoBown 4dactotonm 2700 MIy, O3Y: o6bém 4 6 Tvn DDR-3, TBEpAOTENLHbLIN
Hakonutenb SSD obbemom 60 6, 6nok nutaHms mowHocTbio 300 BT, 2 ceTeBbiX MHTepdenca
GigabitEthernet; nepekntoyatens KBM-tuna D-Link (1 wT.); Heynpaensembin kommyTtaTtop D-Link (1
LIT.); MOAYNb MUTaHWSA, KOHTPONSA N MHTEerpaumm cteHga B obuwyo nabopaTtopuio (1 WT.); MOHUTOP
Philips(1 wTt.); koMnnekT koHconu pabodero mecta obydaemoro (1 WT.) B cocTaBe: knasumaTypa
Oklick, wmbiwb OKkKlick; komnnekt y4ebHo-meToaudecknx nocobuin (1 K-T.); cTaTUCTUYECKOE
nporpaMmmHoe obecneveHne ynpasneHus mogynem nutanHus (1 wr.); pnaw-anck BOCCTaHOBMEHMS
OC Ha wHTerpupoBaHHbix [K (3 wT.) ¢ onepaumoHHon cuctemon ArchLinux; dnaw-gnck
MYNbTUMELUAHOrO MeToan4ecKoro nocobus (1 WwT.); rpynna KOMMyTaUMOHHbLIX MOPTOB (2 WT.).




Tunosou komriekm y4ebHoz2o obopydosaHusi "Cemesas b6esonacHocmb”, SECURITY B cocTaBe:
ynpaBensiembli KOMMyTaTop TpeTbero ypoBHA D-Link (1 wrt.); ynpaBnsemMbln KOMMyTaTtop BTOPOro
ypoBHA D-Link (1 wrT.); annapaTtHO-NporpaMMHbIA 3MYNATOP YCTPOMCTBA JlokanbHon cetun (1 wrT.);
Heynpaensembln kommyTaTop D-Link (2 wrt.); mapwpytusatop 6ecnposogHon D-Link (2 wrT.);
6paHamayap D-Link (2 wrt.); Mogynb nNUTaHUS, KOHTPOMS W WHTerpauum crteHga B obuyio
nabopartopuio (1 WT.); KOMMyTaUMOHHaA NaHenb (1 WT.); BbIMUCAUTENBHBIV y3en (4 WT.) B cOCTaBe:
npoueccop Intel: gBa sagpa c TaktoBon yactotom 2700 MIu, O3Y: 06bém 4 [6 Tvn DDR-3,
TBEpAoTenbHbIN HakonuTenbe SSD o6bemom 60 6, 6nok nutanna mowHocteto 300 BT, 2 ceTeBbIX
nHtepgenca GigabitEthernet, 1 ©GecnpoBogHo ceTeBon wHTEpdenc; MOHOGMoK (1  wWr.);
cTaTucTu4eckoe nporpaMMmHoe obecrneveHve ynpaBneHus MogyneM MUTaHUSA, KOHTPONs MU
nHTerpauum (1 WT.); NporpammHas cuctema socctaHoenenumst U-Profi (R) (4 donaw-gucka o6bemom 8
) (1 wr.); yanunutens USB (4 wrt.); kabenb VGA (2 wrt.); naty-kopg (10 wrt.); meTtogmyeckoe
nocobue (2 k-1a.).

YuebHo-npakmu4yeckuli_cmeHO «CucmemMbl _KOHMpOoss U _ynpasneHuss 0ocmyrnom», ®3N-CKY B
cocTtaBe: Mofenb cTeHbl (1 wrT.); HoyTbyk Lenovo (1 wrt.): akpaH ¢ gnaroHanbio 15.6" (paspelueHve
1366x768), O3Y obvemom 2048 M6, Hakonutenb obbemom 120 6, npoueccop Intel aoBa agpa ¢
TaktoBon 4actotonm 1,4 [Tu, Beb-kamepa; ckaHep NMHEWHbIX U OBYMEPHbIX LWITPUX-kogoB (1 wrT.);
ceetoamog (1 wWT.); anekTpoMexaHnveckni 3amok (1 wT.); ceteBon KoHTponnep CKY[L (2 wr.);
MYNbTUMELUHBIN TEPMUHAN MHOrodakTopHOM naeHTUduKauumn, B TOM Yncrne pacnosHasaHme nu (1
LUT.); HacTONMbHOE YCTPOWCTBO YTEHUSA M 3anuMcu cmapT-kapT (1 LWT.); KOHTaKTHas cMmapT-kapTa C
00bEMomM namaTn 256 G6ant (5 wrT.); USB kmtou tmn e-token (1 wr.); komnnekt MO n koHBepTOp (1
WT.); nporpammatop kapT Mifare HacTonbHbIN (1 WT.); cunTbiBaTENDL 6ECKOHTAKTHBLIX KApT EM-Marine
(1 wr.); cunTbIBaTENL GECKOHTAKTHBIX KapT Mifare (1 wrT.); cmapT-kapta Tun Mifare (5 wrt.); cmapT-
kapta Tun Em-Marine (5 wrt.); kntoy iButton (Touch-Memory) (5 wT.); nporpammaTtop knto4yen Touch-
Memory (1 wT.); mogynb cornacoBaHusi nHTepdenco (1 WT.); INEKTPOMArHUTHbIA 3aMoK (1 wWrT.);
cuntbiBaTenb knwoderr TouchMemory (1 wr.); ceteBon koHTponnep TouchMemory (1 wTt.); 6nok
nutanmna (1 WT.); nporpaMmma pacno3HaBaHUA aBTOMOOUITbHbIX HOMepoB (1 WT.); MakeT Homepa TC
P® (5 wr.); ceteroe pene (1 wrt.); IP-kamepa (1 wrt.); koMMyTaTOp Heynpaensembii D-Link (1 wrT.);
MOAyNnb MUTaHWS, KOHTPONS W WHTerpauum komnnekta B obwywo nabopatoputo (1 wT.);
cTaTUCTMYecKoe nporpammHoe obecrneyeHne ynpaBneHnss MogyremM MUTaHWs, KOHTponsd U
nHTerpauum (1 WwT.); NporpamMmmMHbIN AMyNATOp usnyecknx o6beKkToB gocTtyna (1 WwT.); meToanyeckoe
nocobwue (2 wr.).

19. OueHo4HblIe cpeacTBa ANA NPoBeAeHUA TeKyLLen N NPOMEXYyTOYHOM aTTecTauumn
oby4arowmxcsi No NpakTmke

HanmeHoBaHue Uupukatop(bl)
]
r”ﬁ pasgena AUCUUNIUHbI K?_::I';?;)e" [OCTNXKEeHUNA OueHo4Hble cpencTBa
(mopyns) KOMMeTeHUuUn
OpezaHu3ayuoHHo-
1. rnodzomosumersibHbil OfiK-4.3 OfiK-4.3.2 OT4eT No NpakTuKe.
amarn
[1K-3 [1K-3.4;
OllK-4.1.1
OriK-4.1 OflK-4.1.2
Ol1K-4.1.3
Ol1K-4.3.1
BbinonHeHue Ol1K-4.3.3
> uccnedosamerbCKuX OrK-4.3 OlK-4.3.4 OT4yeT No npakTuke. 3awmta oT4yeTa no
: pabom o OrK-4.35 npakTuke.
uHOueudyanbHOMYy rnaHy - MK-1.3
[1K-1.4
[1K-2 [1K-2.5
[1K-3.5
[1K=3 1K-3.6
Ol1K-4.3 Orl1K-4.3.3
KL MK-1.3
BkcnepumeHmarnsHo- MK-1.4 o 3
3 uccnedosamensckuil K22 TYET MO NpaKTUKe. 3awwmTa oTyeTa no
aman MK-2 K25 npakTuke.
[1K-3.5
fk-3 M1K-3.6




HanmeHoBaHue Uupukatop(bl)
0
I_'I‘;H paspena guCUMNIUHbI K?_:‘;';?;;’H DOCTUXKEHNA OueHou4HbIe cpeacTBa
(mogyns) KOMNneTeHuuun
" OriK-4.3 Ofi#-4.3.2
4 OgbopmneHue omyéma o Ol1K-4.3.3 OTYET 110 NDAKTUKE
) umoeaam rnpakmuku MK-1 MK-1.3; P )
MK-2 MK-2.2

M POMEXYTOYHaaA aTtrectaund

. WHaomBmnayansHoe 3ajaHue
dopMa KOHTPONS — 3a4eT C OLIEHKOM

20. TvnoBble OLEHOYHbIe cpeAcTBa M MeToAMuYecKMe MaTepuanbl, onpeaensilolue
npoueaypbl OLleHUBaHUA

20.1 TeKywWwMin KOHTPOSb yCNeBaeMocTu
KoHTporb ycrneBaemocTv Mo AUCUUMNIIMHE OCYLLEeCTBNAETCS C MOMOLLBIO CeayoLWmX OLEHOYHbIX
cpencTs:
NHauBmayansHble 3agaHus

lNepeyeHb MHAMBMAOYaNbHbLIX 3agaHnin

[lepeyeHb uHOuBUdyasibHbIX 3adaHul
MpoBecTn aHanu3 NocTaBfiEHHOW 3adaydn C TOYkM 3peHus obecnedeHnsa makcumarnbHO 3deKTUBHON
3aWnTbl MHOPMaUUN B MHAPACTPYKTYpe oOpraHusaumm (paccMoTpeTb TeopeTUdeckme acnekTbl, Ha
OCHOBaHMM aHanu3a NocTpouTb Moaenb 6e3onacHoCcTK).

1. ABTOMaTM3MpOBaHHasa CMCTEMa B 3aLUULLEHHOM WCMOSIHEHUWM OpraHu3aumm (Unu npeanpusaTus
no6on opmMbl COGCTBEHHOCTH).

2. AHanns ysa3BMMOCTEN WM OpraHM3auus 3awmTbl MHpOpMauMM B NOKanbHOW CETU OpraHusaumm
(vnn npegnpusTua nNtobon dopMbl COGCTBEHHOCTK).

3. AHanm3 ysisBuUMoCcTen ” 3PEKTUBHOCTM CPeacTB M cnocoboB 3awuTbl MHGOpMauun B
aBTOMATM3NPOBAHHOWN cUCTEME opraHu3auuu (Mnu npegnpuatus nobon opmbl COBCTBEHHOCTK).

4. IHCTpyMEHTanbHbIi MOHUTOPVHI 3aLULLEHHOCTM aBTOMAaTU3NPOBAHHOW CUCTEMbI OpraHusauum
(vnn npegnpusaTua ntobon opMbl COGCTBEHHOCTK).

5. MHdbopmaumoHHaa cuctema nepcoHarnbHbIX OaHHbIX OpraHusaumy (Mnu npeanpuatms nobon
opMbl COBCTBEHHOCTM).

6. KomnnekcHasa 3awimta nHdopmauun B nokanbHOW CeTU opraHmsaumm (Mnu npeanpusatms nobomn
dhopmbl COBCTBEHHOCTH).

7. MopgroToBka K aTtrecTtaumn MHAPOPMALMOHHOM CUCTEMbI NEPCOHarnbHbIX AaHHbLIX B OpraHu3aumun
(vnun npegnpuaTnm nrdon HopMbl COBCTBEHHOCTHN).

8. C6op ¥ aHanM3 UCXOOHbIX AaHHbIX ANS MPOEKTMPOBAHMA CUCTEMbI 3alMTbl UHGOpMaumm
opraHusauum (Mnv npegnpusaTusa nobon popMbl COGCTBEHHOCTH).

9. Cuctema KOHTPONS WM ynpaBneHus OOCTYNOM B OpraHusaumm (Unu Ha npeanpusitum nobon
dopmbl COBCTBEHHOCTH).

10. Cuctema ynpaBneHuss MHAPOPMALMOHHOM 6e30NacHOCTbI0 aBTOMATU3NPOBAHHOW CUCTEMbI
opraHmsauum (unu npegnpuaTna ndon dopmbl COGCTBEHHOCTW).

TpeboBaHNA K BbINONHEHWIO 3a4aHUI

MpoBecT aHanM3 MNOCTaBMEHHOM 3agadn C TOYKM 3peHus obecrneyvyeHuss HaxoXaeHus
3(pPEeKTUBHOrO peLleHns ONMpasiCb Ha CYLLECTBYIOLLYI0 MHAPACTPYKTYpY OpraHu3auum (paccMoTpeTb
TeopeTnYecKmne acnekTbl, HA OCHOBaHMN aHann3a NOCTPOUTb MOAENb PELLEHNS U T.4.).

20.2 NMpomexyToyHasa aTrectauusi

MpomexyToyHasa aTTecTauus No AUCLUMUNINHE OCYLLECTBNSETCS C NMOMOLLbIO CrieayoLnx
OLIEHOYHBIX CPEeACTB:

Omyem o npakmuke

TeMbl Mpoekmos

1. CpeactBa obecneyeHnss WMHAOPMAUMOHHOM  ©Ee30nMacHOCTM B KOPMNOPAaTUBHBIX
MHAOPMALNOHHBIX CUCTEMAX

2. AnnapaTHble cpeacTBa obecnevyeHnss HPopMaLMOHHOKW 6e30nacHOCTH




3. lHdopMaumOHHbIE YA3BUMOCTM OGBHEKTOB

4. [NporpammHble cpeacTea obecneyeHns HPOpPMaLUNOHHON Be3onacHOCTH

5. AHTponoreHHble MHPOPMaLMOHHbIE YA3BUMOCTH

6. TexHOoreHHble NHPOPMALIMOHHbIE YA3BUMOCTHU

7. OpraHnsaumoHHO-NpaBoBble cpeacTBa obecneveHnss MHPOPMaLMOHHON 6Ge3onacHOCTK

8. Yrposabl HopMaLNOHHON 6e30MaCHOCTUN N UX MCTOYHUKN

9. OpraHn3aunoHHO-agMUHUCTPATUBHbBIE CPeaCTBa 3alunTbl MHopMaLmnm

10. OCHOBHble MPUYUHBI YTEYKU MHPOPMaLUN U BO3MOXHOCTU NPOTUBOLAENCTBUSA yTeYKam
MHdOpMaUuK.

11. Mepbl 3aWuTbl NEPCOHanNbHbIX AAaHHbBIX B MH(POPMAUMOHHBIX CUCTEMAX NepcoHarbHbIX
AaHHbIX.

12. lNoaTteepxaeHne NoAIMHHOCTN OOBHLEKTOB N CYOBEKTOB MH(POPMALIMOHHON CUCTEMBI.

13. KOHTpOSib LeNoCTHOCTU MHPOopMaLMN. X3L-(PYHKUUKN, NPUHLMUMBI NCMNOMb30BaHUS X3LU-
dyHKUM ons obecneyeHuns LenoCTHOCTU AaHHbIX.

14. Yrposa HapyweHna KoHpuaeHumanbHocTu. OcobeHHOCTM M npuMepbl peanusaumm
yrposbl.

15. Yrposa HapyweHus LenocTHOCTU AaHHbIX. OCOBEHHOCTM M npuMepbl peanusauum
yrposbl.

16. Yrposa oTkasza cnyxb (yrpo3a oTtkasza B pgoctyne). OcobBeHHOCTM W npuMmepsbl
peanuaauuu yrpossbl.

17. Yrposa packpbiTna napameTpoB cucteMbl. OcobeHHOCTM M Npumepbl peanusaumm
yrposbl.

18. OcHOBHble TUNbI NOAUTUKM Be3onacHOCTM JocTyna K AaHHbIM. [AUCKPEUMOHHblEe U
MaHAaTHble NONINTUKN.

19. TpeboBaHua K cucTemMam Kpuntorpauyeckon 3awmTbl:  Kpuntorpaduyeckue
TpeboBaHunda, TpeboBaHua HagexHoctTn, TpeboBaHma no 3awmute ot HCL, TpeboBaHus Kk
cpencTtBam paspaboTku.

20. ADMVHUCTPATUBHLIN YPOBEHb 3aluTbl WHpOPpMaUMU. 3afjayn pasfiMyHbIX YPOBHEN
yrnpasrneHus B peleHun 3agadmn obecneveHms MHpopmaunoHHon 6e3onacHoCTH.

21. MNpouenypHbIn ypoBeHb obecneveHns BesonacHocTU. ABTOpu3aunsa nonb3oBaTenen B
MHGOPMAaLNMOHHOW CUCTEME.

22. \geHTndpmkauma un  ayTeHTUdUKaUMss npy BXxode B WHAOPMALMOHHYIO CUCTEMY.
Mcnonb3oBaHne NaponbHbIX CxeM. HegocTaTkm NaposbHbIX CXEM.

23. NgeHTndpmkauma wn  ayteHTUpukauna nonb3osatenen. [lpymeHeHMe nporpammMHo-
annapaTtHbIX CPeacTB ayTeHTUdukaumm (CMapT-KapTbl, TOKEHbI).

24. buomeTpuyeckme cpencrtea ngeHTudumkaumm n ayteHtTumkaumm nonb3oBaTenen.

25. AyTeHTudumKaums cybbLEKTOB B pacnpenerieHHbIX cuctemax, NpobrnemMbl U peLleHus.

26. AyouTt B MH(OPMALMOHHBIX cuctemax. PyHKUUMM M HasHavyeHue ayauTa, ero posb B
obecnevyeHnn NHPoOpMaUnoHHon 6e3onacHOCTH.

27. Bupycbl n metoabl 60pb06bl C HUMW. AHTUBUPYCHbIE NPOrpamMMbl 1 NakeThl.

28. lNporpammMHo-annapaTHble  3awWuTbl  MHPOPMAaUMOHHBLIX pecypcoB B  VIHTepHer.
MexxceTeBble 3KpaHbl, X QYHKLNN U HA3HAYEHUS.

29. Kputepun oueHkn ©6e3onacHOCTM KOMMbOTEPHbIX cuctemM. CTpykTypa TpeboBaHum
6e3onacHocTn. Knacchbl 3amueHHOCTH.

30. EavHble kputepun 6e30nacHOCTU MHOPMALMOHHBIX TexHonornin. MNMoHsatue npodung
3awmTbl. CTpyKTypa Npodouns 3almThbl.

31. EavHble kputepum 6Ge3onacHOCTU WHM(OPMAUMOHHBIX TEXHOMOrMi. [poekT 3awmuTbl.
TpeboBaHus 6e3onacHoOCTU ((PyHKUMOHaNbHbIE TpeboBaHMs 1 TpeboBaHUA afeKkBaTHOCTN).

32. lNoHaTHe anekTpoHHOM uudposBon nognucu. pouenypbl OpMUPOBaHUS LMEPOBOM
noanmcu.

33. MeTtogbl HecUMMETpUYHOro  wudgpoBaHus. Mcnonb3oBaHMe  HECMMMETPUYHOro
WwndpoBaHna ana obecneveHns LeNOCTHOCTN OAHHBbIX.



34. Cpeactea obecneveHns uHdopmaumoHHon 6e3onacHocth B OC  Windows.
PasrpaHunyeHune goctyna K gaHHbIM. ['pynnoBas nonuTuka.

35. MNpumeHenne dannoson cuctembl NTFS pgna obecneveHns MHGOpPMaALNMOHHOM
6esonacHoctn B Windows. Cnuckm KoOHTpons pgoctyna K pgaHHeim (ACL) mx ponb B
pasrpaHnyYyeHnn ocTyna K AaHHbIM.

36. NpumeHeHne cpeacte Windows ansg  npegoTBpalleHns  yrpo3  pacKkpbiTUs
KOH(pmnaeHUManbHOCTU AaHHbIX. LndposaHme aaHHbIX. PyHKUUKM U HasHadveHue EFS.

37. PasrpaHuyenune goctyna k gaHHeim B OC cemenctea UNIX.

38. OcHOoBHble 9aTanbl pa3paboTku 3alUMLLEHHON CUCTEMbI: oOnpegeneHne NoIMTUKK
B6esonacHocTn, npoektnposaHne mogenun UC, paspabotka koga WC, obecneyeHne rapaHTum
COOTBETCTBUA peanunsaumm 3agaHHon nonmtmuke 6esonacHoCcTu.

39. MpnyunHbl  HapyweHust  6e3onacHoCTU  WMHopmaumm npu  ee  obpaboTke
Kpyntorpadu4eckummn cpeacteamu.

40. MNMoHATMEe aTakm Ha cuctemy WHgopMaumoHHon ©GesonacHoctn. OcobeHHoCcTU
NOKanbHbIX aTak.

41. PacnpefgeneHHble NHGOPMaLMNOHHbIE CUCTEMBI. YpaaneHHble aTaku Ha
NHPOPMALNOHHYIO CUCTEMY.

42. KaHanel nepefayv [faHHbIX. YTeyka WHGopmauuu. ATakm Ha KaHanbl nepegaydn
AaHHbIX.

43. JnekTpoHHas noyta. Npobnembl obecneveHnsa 6€30nacHOCTM NOYTOBLIX CEPBUCOB N UX
peLueHuns.

44. BupTyanbHble YacTHble CeTU, UX (PYHKUMM N Ha3HaYeHue.

45. CeTeBble BOWHbI: LeNW, 3agayn, CueHapum u cpeactBa UX NPOBEOEHUS, OLeHKa
NnepcnekTMB pasBuUTUS U NPOTUBOAEUCTBUS B KOHTEKCTe obecneyeHns uHPOPMaLMOHHOM
GesonacHoCTM rocygapcTBa.

46. CounanbHble CETU KaK MHCTPYMEHT OpraHmnsauum NpoTeCTOB N «PEBOMOLMIA»: CMOCOOLI
N cpeactsa BO3MYLLEHUS cOUMyMma, CueHapuin ocnabrneHus u CBepXeHus BnacTu, Mepbl
NPOTUBOAENCTBMSA B KOHTEKCTE obecneyeHns nHdopmMaumoHHon 6e3onacHoOCTM rocygapcTea.

47. CTaTUCTUYECKNA aHanNn3 BCEBO3MOXHbIX KNACCOB M TUMOB aTak Ha WH(POPMAaLMNOHHbIE
WH(O-CcUCTEMBI:  Lenu, YactoTa artak WM BenuymMHa ywepboB OT wxX peanusauumu,
COOTBETCTBYOLLAA
OLEHKa PWUCKOB B AMHaMuKe pas3BuTusa cdepbl MHGPOPMaLMOHHONM Ge3onacHOCTU, BbIBOAbI
OTHOCMUTENbHO ONACHOCTU U BO3MOXXHOCTEN NPOTUBOAENCTBMIS.

48. AHann3 n noprotoBka 0630pa HayYHO-TEXHUYECKMX MaTepuarnoB MO reTeporeHHbIM
CeTsIM B KOHTEKCTe obecneyeHuns nx 6e3onacHoCTu.

49. Pa3Butne Hay4YHO-METOAMYECKOro obecneyeHnss Teopunm BETBSLMXCA MPOLIECCOB Ha
aHanu3 pacnpoctpaHeHns BpeAOHOCHOro NporpaMMHOro obecneyeHuns B CETEBbIX CTPYKTypax.

50. Pa3Butne Hay4HO-MeTOANYECKOro obecneyeHns Teopun cnyvarHblx rpacdoB Ha aHanms
XMBYYECTU CETEBBIX CTPYKTYP.

51. OnacHoctb DDOS-atak M puUCK-MOAENUPOBaHME WX Pa3HOBUOHOCTEN B KOHTEKCTE
NPOTUBOOENCTBUS.

OueHka no npakTuke BbICTABMSETCA PYKOBOOAMTENEM MPAKTUKU OT Kadeapbl HA OCHOBE
cogepxaHna oTyeTa CTydeHTa, OT3blBa pyKoBOAUTENsS OT NpeanpuaTud, BbICTYMNNIEHUS C
npeseHTaumen n OTBETOB Ha BOMPOCHI N0 UTOram rNpPakTUKK.

OTyeT MO nNpakTUke [JOMMKEH OblTb W3MOXKEH TEXHUYECKM T[PaMOTHbIM $3bIKOM C
NPUMEHEHNEM pPEKOMEHAOBAHHbIX TepMUMHOB U abbpesunatyp ©6e3 opcdhorpacudecknx wu
rpaMmmaTmyeckmx owwunbok. lMpu 3awmte oTyeTa MO NpakTUKe OLEHMBAETCs COOTBETCTBME
MHdopMauuKn, NpeacTtaBrieHHON B OTYeTe, AaHHbIM U3 MHAOPMAaLMOHHBLIX PeCcypcoB obuiero
aoctyna cet IHTepHeT, MmaTepmanos Nekummn, y4ebHON 1 TEXHUYECKON nuTepaTypsbl.

KoHeuHbIMM pe3yrnbTaTamMm ocBoeHua nporpammbl HUP aensoTca copmupoBaHHbie
KOrHUTMBHbIE [LECKPUNTOPbl «3HaTb», «YMETb», «BMadeTby», pPacnucaHHble N0 OTAESNbHbIM
komneteHumsm. OHWM npegctaBneHbl B Tabnuue 10. dopmmpoBaHMe 3TUX LECKPUMNTOPOB



npoucxoout B Te4yeHMe BCero nepuoga BbinonHeHns HUP, B pamkax BbIMOMHEHUS
CaMOCTOATENbHON paboTbl  BbLIMNOSIHEHUM pPa3fUYHbLIX BMAOB paboT nog pPyKOBOACTBOM
pykosoautens HUP.

[na oueHkn geckpunTopoB koMneTeHuun ncnonbdyetca 100 BannbHas Wwkana oueHoK.
[na onpegeneHnss akTUYECKMX OLEHOK KaXKO4oro rnokasaTens BbICTaBMAKTCA crneaylouime
Ooannbl.

Ona geckpMnTopoB Kateropmun «3HaTby:

— TpeboBaHnAM KpuTepusi (OTBET MNOSIHbIA M MPaBUSbHbIA Ha OCHOBAHUM M3YYEHHbIX
Teopuin; Matepuan U3NoXeH B OnpenerieHHON form4yeckon nocnenoBaTenbHOCTU, HayYHbIM
A3bIKOM; OTBET camocToaTeNnbHbln — 85-100% oT MakcumanbHoro konudectso 6annos (100
6annos). COOTBETCTBYET OLIEHKE - «OTIINYHOY;

— pesynbTaT, coAepKalni HEnosHbIA NPaBWUIbHbLIN OTBET MMM OTBET, COAEpPXKaLLni
He3HauMTernbHble HETOYHOCTM (OTBET AOCTAaTOMHO MOSHbLIA WM MNPaBUIbHBLIA HA OCHOBaHWM
N3YYEHHbIX MaTtepuarnos; mMartepwuan N3NOoXeH B onpegeneHHom nornyeckom
nocrnegoBaTenbHOCTU, NPU 3TOM AONYyLWeHbl ABe-TPU HeCyLLEeCTBEHHble owunbku), 75-84% ot
MaKCMMarnbHOro KonnyecTtea 6annoB; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

— pesynbTaT, coAepXalni HEenosHbIA NPaBWUIbHbLIN OTBET MMM OTBET, COAEpXKaLlvi
3HauyuTesnbHblE HETOYHOCTU (NpW OTBETE AomnylleHa CywecTBeHHas owwubka, unm B oTBETE
cogepxutca 30 - 60% HeobOXxoOuMbIX CcBeOeHUA, OTBET HecBA3HbIM) — 60-74 % oT
MakCMMarnbHOro konuyecTtesa 6annoB; COOTBETCTBYET OLEHKE - «yOOBMETBOPUTENBHOY;

— pesynbTaT, coaepXalimMin HEeNosHbIN NPaBUibHbIA OTBET (CTEeneHb NOSHOTbLI OTBETA —
meHee 30%), HenpaBunbHbIN OTBET (OTBET HE MO CYLLECTBY 3a4aHusl) UNn OTCYTCTBUE OTBETA,
T.e. OTBET, HE COOTBETCTBYWLUMA MOMHOCTbIO TpeboBaHmam kputepus, — 0 % oT
MaKcMManbHoro konuyectea 6annos. COOTBETCTBYET OLEHKE - «KHEYAOBMETBOPUTESBHOY.

Ona peckpMnTopoB KaTteropmun «YmMeTb» u «Bnagetb»:

— BbINOJIHEHbI BCE TPEOOBaHMUS K BbINOSTHEHMIO, HANMUCaAHMIO N 3aluTe OT4YeTa. YMeHue
(HaBbIK) cchopmupoBaHo nonHocTbld — 85-100% OT MakcumanbHOro KonvyectBa 6Gannos.
CoOTBETCTBYET OLEHKE - KOTIINYHOY;

— BbINOJSTHEHbI OCHOBHbIE TPEOOBAHUSA K BbIMNOMHEHUIO, 0OPMIIEHMIO U 3alLUUTe oT4veTa.
NmetoTca oTaenbHble 3amedaHns U HegocTaTku. YMeHne (HaBblk) chopMMpoBaHO 4OCTAaTOYHO
NosiHO — 75-84% OT MakcumanbHOro konuyectaa 6annoB. COOTBETCTBYET OLEHKE - KXOPOLLIOY;

— BbINOSIHEHbI 6a30BbLIe TPeOOBaHMS K BbIMNOMHEHUIO, OOPMIIEHMIO U 3alMTe OTYeTa.

MmeroTca JOCTaTOYHO CYLLECTBEHHbIE 3aMe4yaHuUs U HeOoCTaTKn, Tpebywmne 3HaUYNTENbHbIX
3aTpaT BpPeMeHM Ha wucnpaereHne. YMeHune (HaBblk) CHOPMMPOBAHO HA MUHUMAIbHO
AonycTMMoMm ypoBHe — 60-74% OT makcumanbHoro konmyectsa 6annoB. COOTBETCTBYET OLIEHKE
- «yOOBNETBOPUTENBHOY;
TpeboBaHNA K HanucaHuio U 3awmte oT4veta. MIMeKTCs MHOrOYMUCIEHHbIE CYLLECTBEHHbIE
3aMeyYaHus U HepgocTaTku, KOTopble He MOryT ObiTb ucnpaBneHbl. YMeHue (HaBblk) He
cchopmmpoBaHo — 0 % OT makcumanbHoOro konuvectsa 6annoB. COOTBETCTBYET OLIEHKE -
«HEey0BNeTBOPUTENBHOY.

[na atrectaumMm CTyOeHT NpeabsiBNsieT OHEBHUK MNPaKTUKW, 3adaHWe PYKOBOAMUTENS Ha
NpoXoXaeHne npakTukn u odopMnsaeT pesynbTaTtbhl MNPakKTUKM B BUAE OTYeTa U rOTOBUT
BbICTYMMEHMNE C Npe3eHTaunen no pesynbratam npakTuku.

[nsa oueHnBaHuA pe3ynbTaToB 00y4Y4eHNsa Ha 3a4eTe C OLEHKOW ncnonblyetcsa 4-6annbHas
wana: «OT/IMYHO», «XOPOLLO», «yAOBNETBOPUTENBHOY, KHEYAOBNETBOPUTENBHOY.
CooTHoLLEeHWe nokasaTenemn, KpUTEPUEB U LUKarbl OLLE€HMBaHNA pPe3ynbTaToB 00y4YeHus.

YpoBeHb
Kputepun oLeHnBaHus kKoMneTeHuui ChOpMUPOBAHHOCTHU LLikana oueHokK
KOMNEeTEHUNIN
3HaTb: pe3ynbTaT, CoAEPXAaLLMI MOMHbIA MpaBUNbHBIA OTBET, MOMHOCTLIO | [To8biweHHbIlU ypo8eHb Omnuy4Ho

cooTBeTCTBYET TpeGoBaHUAM KpUTEpWUs (OTBET MOMHbIM M NpaBUIIbHLIA Ha
OCHOBaHWW U3y4YeHHbIX Teopwuil; MaTtepuan U3NoXeH B ONpeaeneHHown
noruyeckoii nocrnegoBaTensHOCTH, Hay4HbIM A3bIKOM; oTBeT
CaMOCTOSITESbHBbIN.




«YmMeTby K «Bnagetb»: BbINOMHEHbI BCe Tpe6OBaHI/1ﬂ K BbIMOJIHEHUIO,
HanmcaHuto 1 3allinTe oT4yeTa.

3HaTb: pes3ynbTaT, CcoOepXallMi HEMOSHbIAN NPaBWIbHbIA OTBET MMM OTBET, Bba3soseili yposeHb Xopowio
cofepXallmMin He3HauuTernbHble HETOYHOCTU (OTBET AOCTATOMHO MOSHBLIA U
NpaBuIbHbIA HA OCHOBaHWM W3YYEHHbIX MarepuanoB; maTepuarn M3foXeH B
onpeneneHHon NorM4eckon nocrnegoBaTenbHOCTH, NPY 3TOM AOMNYLLEHbI ABe-
TPWU HECYLLLECTBEHHBIE OLLUMOKM).

«YMeTb» N «BnageTb»: BbINOMHEHbI OCHOBHblE TPEOOBaHUSA K BbINOMHEHWUIO,
ocdopMneHvtio u 3awute oT4veTa. MmMelTca oTAenbHble 3amMevyaHus U
HegocTaTkn. YMeHue (HaBblk) CHOPMMPOBAHO AOCTATOYHO MOHO

3HaTb: pes3ynbTaT, CoOEepXallMi HEMOSHbIAN NPaBWIbHbIA OTBET MMM OTBET, lMopoeoskili yposeHs Ydosnemeopum
cofepXalluMn  3HauMTemnbHble  HETOYHOCTM  (NpM  OTBEeTe  JonylleHa €r1bHO
cyllecTBeHHas owunbka, unm B otBeTe coaepxutcsa 30 - 60% HeobxoaumbIx
CBEeEHU, OTBET HECBA3HBIN)

«YMeTb» n «BnageTtb»: BbINONHeHbl 6a3oBble TpeboBaHUS K BbIMNOMHEHMIO,
ocbopMneHMI0 U 3awuTe oTyeTa. VmewTcss [OCTAaTOYHO CyLLEeCTBEHHble
3amMeyvaHus 1 HepocTaTku, Tpebylolime 3HauMTENbHbIX 3aTpaT BPEMEHM Ha

ucrnpasneHue.
3HaTb: pesynbTaT, coAepXalluii HemomnHbIM NpaBUIbHbIA OTBET (CTeneHb - Heydoenemeop
NonHoTbl oTBeTa — MeHee 30%), HENpaBUNbHbIA OTBET (OTBET HE MO CYLLECTBY umeJsibHO

3ajaHust) WM OTCYTCTBME OTBEeTa, T.e. OTBET, HEe COOTBETCTBYHOLLUIA
NOMHOCTbLIO TPEOOBAHUAM KpUTEPUS.

«YMeTb» 1 «Bnagetb»: TpeboBaHMs K HanMcaHuio 1 3awmTte oTyeTa. Mimetotca
MHOTOUYUCIIEHHbIE CYLLECTBEHHblIE 3aMeYaHus UM HedOoCTaTKW, KOTOpble He
MOryT 6bITb MCMPABMEHbI.

20.3 ®oH OLEHOYHBIX CPEACTB ¢(h)OPMHUPOBAHHOCTH KOMIIETEHIINI CTY/IEeHTOB, PeKOMeHIyeMblii /151
NpOBeIeHNUsl TMATHOCTHYECKHUX PpadoT

Orl1K-4.1. CnocobeH opraHmM3oBbIBaTh 3aWMTy MHGOPMaLMM B KOMMbIOTEPHBIX CUCTEMAX M ceTdax (Mmo
obnacTam NpMMeHeHMs)

OlK-4.1.1 3HaeT OCHOBHble Yyrpo3bl ©e3onacHOCTU WHdOpMauMM M MOAENW HapywuTens B
KOMMbIOTEPHBLIX CUCTEMAX U CETSX;

OrllK-4.1.2 3HaeT cOBpeMeHHble MeToAbl, CpeacTBa M Mepbl MO 3aWMTe WHGopMauum B
KOMMbIOTEPHBLIX CUCTEMAX U CETSX;

Orl1K-4.1.3 cnocobeH mcnonb3oBaTbh A3bIKM M CUCTEMbI MPOrpamMMUPOBAHUS, UHCTPYMEHTasbHbIE
cpeactBa npu obecnevyeHun 3awmnTbl UMHGOPMaUMM B KOMMbIOTEPHBIX CUCTEMAxX Mpu  peLLeHUn
pasnnyHbIX NPOgECCMOHarbHbIX, UCCNE0BaTENbCKMUX U NPUKNaaHbIX 3a4ay;

Orl1K-4.3. CnocobeH paspabaTtbiBaTb M aHanu3npoBaTb KOPPEKTHOCTb MOSMIUTUKU WHAOPMAaLMOHHOM
6€e30MacHOCTM KOMMNBIOTEPHBIX CUCTEM U ceTen (No 0bnacTam NpUMMeHEeHNs)

Orl1K-4.3.1 3HaeT MmeTodbl no obecneyeHno MHAPOPMALMOHHON Oe30MacHOCTU KOMMbIOTEPHbIX
CMCTEM U CEeTen C NCNONb30BaHMEM NONUTUK Be3onacHoCTY;

Orl1K-4.3.2 3HaeT HOpMaTUBHO-NMpPaBOBble U METOAMYECKME AOKYMEHTbl B obnactu paspaboTku
nonuTMK 6€30MacHOCTM KOMMBIOTEPHbBIX CUCTEM U CETEN;

OlK-4.3.3 cnocobeH paspabaTtbiBatb hopmasnbHble MOAENM NONMTUK 6e30NacHOCTU U NOUTUKU
yrnpasneHnss 4ocTynoMm, popMmmpoBaTb NONUTUKY MHAOPMaLMOHHOM 6e30nacHOCTN, aHann3MpoBaTth ee
KOPPEKTHOCTb, OpraHun3oBbiBaTb W NOAOEPXUBaTb BbINOMIHEHWE KOMMnekca Mep no obecneyeHuto
NMHOpMaLMOHHOM 6e30NacHOCTU KOMMbIOTEPHBIX CUCTEM U CETEN;

OlK-4.3.4 BnageeT HaBblkaMu yrpaBfeHUs NpoLeccoM peanusauun NoanuTUKM MHAPOPMaLNOHHON
6e30nacHOCTM KOMMNbIOTEPHbLIX CUCTEM U CETEN, OpraHM3aunyM n nogaepXKaHus BbINOMHEHUSA KOMMeKkca
mMep no obecneyeHnto MHOpPMaLMOHHON 6Ee30MacHOCTM BbIYUCTIUTESNbHBIX CUCTEM;

OlK-4.3.5 cnocobeH nNpuUMeEHsTL MporpaMMHble CpeacTBa  MPUKNAOHOrO, CUCTEMHOMO U
cneumanbHOro HasHa4YeHus Npu paspaboTke 1 aHanmae NoNNTUKN MHEOPMaLNOHHON 6e30nacHoCTy;
MK-1. CnocobeH npoBoauTb aHanu3 TpeboBaHMN M BbINOMAHATL PaboOTbl MO MPOEKTUPOBAHMIO
NpOrpaMMHbIX M annapaTHbIX KOMMOHEHT cucTeMbl 6€30NacHOCTU KOMMbIOTEPHbLIX CUCTEM U CETEN, B
TOM YMChe C UCMOMb30BaHMEM COBPEMEHHbLIX METOLOB M CPeACTB 3alLmTbl MHopMaLumn

MK-1.3 ncnonb3yeT NpUHLUMNbI KOMNIEKCHOW pa3paboTku npasun, npoueayp, NpUeMoB 1 METOLOB,
npu Co3gaHnM CPeAcTB 3almnTbl MHpOpMaLun, B TOM YUCNE C UCMONb30BaHNEM COBPEMEHHbIX METOA0B
N cpeacTs pa3paboTkn NporpammMHOro obecnevyeHus;

MK-1.4 npoBOOAUT OLIEHKY COOTBETCTBUSI MEXaHU3MOB 6e30MacHOCTM KOMMbIOTEPHOW CUCTEMDI
TpeboBaHMAM HOPMATUBHbBIX JOKYMEHTOB, @ TakKe UX KOPPEKTHOCTU CYLLECTBYIOLLMM PUCKaM;




MK-2. CnocobeH npuMHMMaTb yyacTMe B S3KCMEPTM3E U aHanu3e Ys3BUMOCTEW, Yyrpo3 U WHUWOEHTOB
NHOpMaLMOHHOM 6e30NacHOCTU B KOMMNbIOTEPHbBIX CUCTEMAX U CETAX

MK-2.2 cnocobeH NpoBOAUTbL aHanNU3 KOMMbIOTEPHbIX CUCTEM C LENbl OnpeneneHns ypoBHSA
3alMWEHHOCTM 1 OOBepUs € nocnegyowmm obobweHmnem n 06paboTkon MHdopMaunn, Noy4eHHON B
Xo[4e uccriefoBaHui;

MK-2.5 npoBoguT TeopeTMyeckne W nNpUKNagHoe WuccrefoBaHWe YpPOBHEN 3aLUMULLIEHHOCTU
KOMMbIOTEPHBIX CUCTEM U CETEWN;

MK-3. CnocobeH yvacTBoBaTb B paboTax MO MPOEKTUPOBAHWMIO CUCTEM 3aluTbl WHGpOpmauun B
KOMMbIOTEPHBIX CUCTEMax W CeTaxX nNpu peweHun npodecCcnoHanbHbIX, WCCNeaoBaTernbCKUX U
npyKnagHbIX 3agay

MK-3.4 cnocobeH npoBoguMTb aHanuM3 K dopManu3auuio MoCTaBfEHHbIX 3adady B obnactu
6€e30MacHOCTMN KOMMNBbIOTEPHbBIX CUCTEM U CETEN;

MK-3.5 BbINONHSAET NPOBEPKY YCTOMYMBOCTU MNPUIIOXKEHUA K BHELUHEMY HECaHKUMOHMPOBAHHOMY
AOCTyny, B TOM 4uCre MpoBepka YCTOMYMBOCTM BeO-NPUNOXeHWW K atakam, NpuMeHeHue CpeacTs
KOHTpons 6e3onacHOCTW, YnpaBneHne Kpuntorpaduyeckumn CcpeacTBamMu, a Takke opraHusaumst
MeponpuaTUn No obecnedyeHnto knbepbesonacHoCTH;

MK-3.6 cnocobeH yyacTBOBaTb B MPOEKTUPOBAHUM CUCTEMbI 3aLMTbl MHGOPMALUM U NOACUCTEM
MHOPMaLMOHHOM 6e30MacHOCTU KOMMbIOTEPHOW CUCTEMBI.

BOHpOCbI C BapuaHTaMu OoTBeTOB

1. Kak HasbiBaeTca cnocob 3awuTbl MHOpmauum oT yTedkn 4depe3d [MOMUH, ocHoBaHHbIM Ha
nokanu3auum SneKTPOMarHUTHOM 3JHeprum B OnpeferieHHOM MPOCTPaHCTBE 3a CYET OrpaHuMyeHus
pacrnpocTpaHeHNs1 ee BCEMN BO3MOXHbIMK crocobamn?

— 3KpaHUMpOBaHMe;

— noaasneHue;

— 3alymMmneHue.
2. CtaHgapt GSM ucnonb3yeT ynnoTHEHNE KaHaoB:

—  YacTOTHOE;

— BPEMEeHHOe€;

— KogoBoe.
3. ®yHKUMOHanbHOCTL 6e3onacHOCTM onpefensieT oxuaaemyto paboTy mexaHuamoB Ge3onacHocTu, a
rapaHTMu onpeaensitoT:

— BHepgpeHwue ynpaBneHuns mexaHmamamu 6e3onacHoCcTu

— Knaccudpmkauuio gaHHbIX Nocne BHeApeHMs MexaHn3moB 6e3onacHoCT

— YpoBeHb goBepus, obecneyMBaeMbin MEXaHU3MOM 6e30NacHOCTH

— CooTHoweHue 3aTpaT / Bbirog
4. ['oe NpMMeHsITCA cpeacTBa KOHTPONSA ANHAMUYECKOW LIENOCTHOCTU?

— aHanuse notoka hMHaHCOBbIX COOOLLEeHUN

— 06paboTke AaHHbIX

— NPV BbISABIIEHUN KpaXu, Ay6NMpoBaHMA OTAENbHbIX COOOLEeHUI
5. OTKpbITOCTb ANA M3MeHeHus 1 gononHeHus mep obecneyveHnss 6esonacHOCTU MHOpMaUuKn - 3TO
obwee TpeboBaHve Kk 3awmte uHPopmauun (1) wunu TpeboBaHwe, NpeabSABASEMOE K CUCTEME
6e3onacHocTn uHopmaumm (2), unu ycnosme, KOTOPOMY AOSPKHA YAOBMETBOPATb CMCTEMA 3aluTbl
nHpopmaumm (3)?

- (D).

- .

- (3).

— Hun ogHO 13 3TNX NOHATUN.
6. KomnnekcHocTb - 9TO0 0Owme TpeboBaHna Kk 3awmTte uHGopmaumm (1) wunu TpeboBaHue,
npegbsaBngemoe K cucteme 6GesonacHocTu wHdopmauuun (2), nnu ycrnoBue, KOTOPOMY [LOSPKHA
yAOBNETBOPATbL CUCTEMA 3aLLmTbl MHGopmauun (3)?

~ Q).
—@.
~ @)



—  Hwn 0OHO 13 3TNX MOHATUN.
7. PacnonoxuTe B nopsiake cnegosaHue mogenu OSI Tunel aTak
— DNS Sniffing;
— ARP Spoofing;
- XSS.
8. ABnseTca nu cuctema obHapyXeHNS BTOPXKEHUN aKTUBHLIM KOMMOHEHTOM MO 3aLMTe OT yrpo3?
- Aa;

9. PesynbTathl NpoBeAeHWs ayamMTa noapasaenstoTcs Ha:
OpraH13auMoHHbIe
TeXHU4YeckKue
nporpaMmMHble
— MeToponoruyeckue
10. OueHka puckoB ans UC nponsBoanTcA ¢ NOMOLLbLIO CreayroLWwmX WKan:

— KOnu4yecTBEeHHOM

— norapudmnyeckon

— KayeCTBEHHOW

—  MaTpu4HOm

11. KoHTpOnb M Hag3op 3a BbINOMHEHMEM OPraHM3auMOHHBIX U TEXHUYECKMX Mep no obecneveHuto
6e30nacHOCTM NepcoHanbHbIX AaHHbIX, Npu 06paboTke nepcoHanbHbIX AAHHbIX B rOCYAApCTBEHHbIX
NHOPMAaLIMOHHbBIX CUCTEMAX OCYLLLECTBIIAIOTCSA:

— @®CT3K Poccuu u @Cb Poccuu;

— O®CTOK Poccum 1 opraHamm PockomHagsopa;

—  ®CB Poccun n opraHammn PockoMmHasopa.

12. Kakon HopMaTUBHbIN aKT ABNAETCA OCHOBHbIM B cdhepe perynmpoBaHus 3NeKTPOHHOW NOANUCH:
denepanbHbin 3akoH Ne1-d3 o1 10.01.2002 «O6 aneKkTpoHHOM LmndpoBO NOANUCHY;

— ¢bedepanbHbil 3akoH N263-®3 om 06.04.2011 «O6 3siekmpoHHOU nodnucuy;

— noctaHoBrneHue [MpasutensctBa Poccunckon depepaumm Ne 111 ot 9 deBpans 2012 r. «O6
3NEKTPOHHOW NoAMNMCK, WCMONb3yeMOW OpraHamu WCMNOSHUTENbHOW BNacTu M opraHamu
MECTHOro camoynpaBfeHns Npy OpraHn3aumm 3NeKTPOHHOro B3aMMOAENCTBMSA MeXAy COBom».

13. Bpewms, 3aTtpadnmBaemMoe anroputMOM AN peleHnsa 3agadyv, paccMaTpmBaeMoe Kak yHKUMS
pa3mepa 3agauv Unm KonM4ecTBa BXOAHbIX AaHHbIX, — 3TO:

— a) BpeMeHHasi CJIOXKHOCTb;

— 0) Bpems BOCNpOM3BEAEHWS anroputma;

— B) BpeMms pelleHust anroputma.

14. OTcyTCcTBME W3MEHEHMM B nepedaBaeMo WU XpaHMMOW WHAOpMauMm MO CPaBHEHWO C ee
MCXOHOW 3anncbto — 3TO:
— a) UenocCTHOCTb;
6) eanHCTBO;
B) CUHTES;
— T)nosiHoTa.
15. K nonuandgasunTHbIM LUMPpam OTHOCATCSA:
a) wudp Mnendepa;
6) wudp Xvnna;
B) wudp bodpopa;

— r) BCe nepeyucrieHHble wnudpbl.

16. YkaxuTe npaBunbHbIA KMOY peecTpa, Nepekroyarowmnn yrnpaeneHme astodanyckoMm Ha INI cann
DoesNotExist

— HKEY_LOCAL_MACHINE\SOFTWAREWIicrosoft\WindowsNT\CurrentVersion\Ini-
FileMapping\Auto

— run.inf = @SYS:DoesNotExist

— HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\IniFi-
leMapping\Autorun.in

— f=USE %DoesNotExist%



— HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\IniFi-
leMapping\Autorun.in

—  f=USE %DoesNotExist.INI%

17. PasroBOpHLIN TPaKT yCTpaHseT:
—  WyMbI;
—  UCKaXeHus;

— MeCTHbIN achdeKT
18. dndpdepeHumnanbHbIn KpunToaHanma OTHOCUTCS K aTakam:
a) Ha ocHoBse wudpTekcTa
b) Ha ocHoBe OTKPLITbIX TEKCTOB
c) Ha ocHoBe nogo6paHHOro OTKPbLITOro TEKCTA
d) Ha ocHoBe aganTUBHO NOAOOPAHHOIO OTKPLITOrO TEKCTA
19. Cnocob6 3awwmTbl MHPOopMaLMK, NPY KOTOPOM KOHKYPEHT BBOAUTCA B 3abnyxaeHne OTHOCUTENbHO
AEATENbHOCTN N HaMEpPEHUI:
1. kognpoBaHue
2. kpunTtorpadus
3. ynpasrieHue
4. MacKMpoOBKa*
20. MNMepeuncnute BuAObI ANEKTPOHHOW NOANNCHK:
a) npocTas, CrioXxHasi, KOMOMHMPOBaHHas;
©) npocTas, kBannnunpoBaHHas, CrloXHasi;
8) npocmasi, keanughuyuposaHHasi, HekeanuguyupoeaHHasl.
21. NWpeHTudurkaumsa aTo:
a) npouecc npeabsaBreHns nonb3oBaTenem naeHTUukaTopa;
6) npouecc NoATBEPXKAEHMSA NOANMHHOCTH;
8) cpaeHeHue npedbsienIAeMbIX UOeHMUpUKamopoe ¢ repeyHeM [PUCBOEHHbIX
udeHmughukamopoe.
22. Kakyto ponb UrpatoT LLEeHTPbl cepTUdMKaumm KIoyen:
a) OHM WurpalT poSib OOBEPEHHOM TpeTbel CTOPOHblI ANs [oKasblBaHusA hakTa nepepaydn
nHdopmaumu;
6) OHu cnyxam Ons peaucmpayuu aboHeHMoOe, uU320MoOeJsIeHUsi cepmugukKkamoes
OMKPbIMbIX KJIlOYel, XpaHeHuUsl U320MOeJIeHHbIX cepmugukamos, mnoddepkaHusi
@ aKmyaJZlbHOM COCMOsIHUU cripagoYyHuUKa delicmeyrouwjux cepmudgukamoe u eblnycka
crnucka ocpoYHO OMO38aHHbIX cepmugbukamos;
23. MogenamMmn Tuna «4epHbIn AWMK» ABAAIOTCA
a. Mogenv mMbineHns
b. Mogenu, onuceiBalLwme 3aBUCMMOCTb MapamMeTpoB COCTOSAHUSA OObekTa OT BXOAHbIX
napameTpoB
c. Mopgenu, onucbiBaowme BxOAHble U BbIXOAHbIE MapameTpbl o6bekTa 6e3 yyerta
BHYTPEHHEMN CTPYKTYpbl 00beKkTa
d. Mogenu «aBapunHOro» SlLnKa Ha camoneTax
24. Mogensimu Tuna «oenbin AWMK» ABNSATCA
a. Mogenu mblilwneHus
b. Mogenu, onucbiBalowWwme 3aBUCMMOCTb NapaMeTPOB COCTOAHUSA OOBbEKTa OT BXOAHbIX
napamMeTpoB
c. Mogenu, onucbiBaroLmne BXOLHbIE M BbIXOAHbIE NapaMeTpbl 0O6bekTa C y4eTOM BHYTPEHHEN
CTPYKTYpbl 06bekTa
d. Mogenu, onucbiBaroLLne BbIXOAHbIE AaHHbIE B NpOrpaMmme
25. Kakne 13 nepedncneHHblXx Kubepyrpos aBnsaTca KniovesbiMn Ha bnnxarnwee 6yayuwee? Boibepute
BCE NpaBusbHble OTBEThI.
— YcrpowuctBa loT kak nnowaaka ans peanusaumm atak
— Cnam
— Tporpammbli-BbiMoOraTenu
— Criminal-as-a-service (nepexoa kmbepnpecTynHMKOB Ha CEPBUCHYIO0 MoAerb)
— [lporpaMmbi-LLNNOHBI



— «[lpuspakn wuHTepHeTa npowsnoro» (yrpo3bl OT YycCTapeBLIero mnporpaMMHOro u
nporpamMmMmHo-annapaTHoro obecne4yeHus, KOTopoe HaxXoAUTCA B UHTEPHeTe)

— [porpammbl-manHepsb!

—  CKUMMWHI
26. YTo Takoe HeCcaHKUMOHMPOBAHHLIN JoCTyn (Hea)?

1) JocTyn cyOobeKkTa K 00beKTy B HapyLleHMe YCTaHOBIIeHHbIX B CUCTeMe NpaBusl

pasrpaHuyeHus gocTtyna

2) Co3gaHune pe3epBHbIX KOMWIA B OpraHn3auumn

3) MpaBwnna n nonoxeHus, BoipaboTaHHbIE B OpraHn3aunmn gnst o6xoga naposibHoON 3alnTbl

4) Bxop B cuctemy 6e3 cornacoBaHusi C pykoBoAUTENEM OpraHu3aunm

5) YpaneHue He HyXHOoW nHdopmaumm
27. B yeMm 3akno4vaeTcs OCHOBHAasi MpMYnHaA NoTepb MHdopMaumn, ceaszaHHom ¢ MNMK?

1) ¢ rmo6anbHbIM XMLWeHnem nHopmaLmm

2) c nosiBNEeHNeM MHTEpHeTa

3) c HepgocTaToO4YHOM OOpPa3oBaHHOCTLIO B 06nacTM 6e3onacHoOCTU
28. lNpoTokonupoBaHue 1 ayant MoryT UCMNONb30BaTbCA ANS:

(1) npepynpexaeHusa HapyweHui Nb

(2) o6HapyxeHus HapyLleHuNn

(3) BOCCcTaHOBNEHUA pexnuma Ub
29. AyTeHTndmKaumnsa Ha OCHOBE Napons, nepeaaHHoro no ceTM B OTKPbITOM BMAE, Nnoxa, NoToOMy YTO
He obecneunBaeT 3almThbl OT:

(1) nepexBaTa

(2) BOCNpOM3BEAEHNA

(3) aTak Ha BOCTYNHOCTb
30. Kakne TexHu4eckme cpenctasa MoryT 6bITb MCNONb30BaHbI 4518 JOKa3aTeNnbCTBa BUHbI YenoBeka?

(1) xypHans! goctyna

(2) BnomeTpunyUecKne Knoumu

(3) BMAeoHabnopgeHue
31. CBepTo4YHOE KOOMPOBaHUE

OtBeT: [1pn CBEPTOMHOM KOAMPOBaHMM NMpeobpa3oBaHne MHAOPMALMOHHBLIX MOCNeA0BaTENbHOCTEN
B BbIXOAHbIE W KOL4OBbIE NMPOUCXOOAUT HenpepbiBHO. Kogep ABOMYHOrO CBEPTOYHOIO KOA4A COLEPXKUT
CABUraloLLMi permcTp u3 m paspsgoB U CymmaTopbl N0 MOAyNo 2 ansa obpasoBaHmsi KOAOBbLIX CUMBOJIOB
B BbIXOOHOW nocnegoBaTenbHOCTU. Bxogbl cymMmaTopoB coeauHeHbl C onpeaenéHHbIMU paspsgamu
perncrtpa. KommytaTtop Ha BbIxode yCTaHaBnMBaeT 04epeaHOCTb MOCHINKN KO4OBbLIX CMMBOJSIOB B KaHarn
CBA3WN.
32. [1na Kakoro MCTOYHUKa OTKPbITbIX TEKCTOB BEPOSATHOCTWN NOSBNEHUS K -rpaMM B TEKCTE 3aBUCAT OT MX
MecTa B TekcTe?

OTtBeT HecTaumoHapHbIN
33. Kakasa KpuntoaTaka OCHOBaHa Ha 3HAHWW OTKPLITOrO TeKCTa Afd CrydanHblX dparMeHTOoB
wnppoTtekcta?

OTBeT: Ha OCHOBE OTKPbITbIX TEKCTOB

Kputepun u wkanbl oueHnBaHus 3agaHnn ®OC:

[nsa oueHMBaHWs BbINONHEHNST 3a4aHU Ucnonb3yeTcs bannbHas Wwkana:

1) 3aKkpbITble 3agaHns (TECTOBbIE C BapuaHTaMun OTBETOB, CPEAHUN YPOBEHb CITIOXKHOCTH):
— 1 6ann — ykasaH BepHbI OTBET;

— 0 6annoB — ykaszaH HeBepHbIV OTBET (NOMHOCTBLIO UM YAaCTUYHO HEBEPHbIN).

2) OTKpbITblE 3a4aHus (TECTOBbIE C KPaTKUM TEKCTOBbIM OTBETOM, MOBbILUEHHbIN YPOBEHb CIIOXHOCTN):
— 2 6anna — ykasaH BepHbI OTBET;

— 0 6annoB — ykasaH HeBepHbI OTBET (NOMHOCTBLIO UMM YAaCTUYHO HEBEPHbIN).

3apaHusa pasgena 20.3 peKOMeHAYHTCA K UICNOSIb30BaHMIO NPU NPOBeAeHUN ANarHoCTUYECKUX
paboT C uenbk OLEHKM OCTaTOYHbLIX pe3yfibTaTOB OCBOEHUA AAaHHOW AUCLMUNIINHBLI (3HaHUR,
YMEeHUN, HaBbLIKOB).



